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EmnbucuMor pentru noifaptul dNo parte a presei din Rokhia acordlaten(ie subiectelor legate ddomeniulsecuriNilicibernetice prelufhd
inclusivstudiul nostru.

@sN pentrucorect informare U mtelegere a mesajului pe care aprercat $H transmitemprin intermediul acestustudiu, dorim fNfacem
cNtevaprecid\ti suplimentae:

Colectarea dateloinvocatem studiu s-a f\eut m perioadaianuare-aprilie 2019 msNconline inclusivdate ce apalin unor leakuri mai vechi,
ceea cemseamiNcNunele dintre acestea nu mai sunt de actteti.

Un alt aspect care trebuisubliniatesteacelacNsite-urile instituliilor publicemenlionate m studiu nu au fostcompromise élh cumreiesedin
unele articole din pre8lcare fac trimitere la studitiostru).

Spre exenplificare siteul gov.ro(dar U celelalte) m a fostcompromis msNexistNsitualii m carepersoane ce dein conturi de mail asociat
acestui domeniu auwlosit conturilerespectivepentru accesarea unor sigri compromise la un moment dat.

Acesta este motivul pdru care atragem atefia cu privire la folosirea mailurilor profesionale pentru accesarea altor platforapdicalii sau
site-uri m afaracelor pentru care au fost destinate ifi@il.@ caz contrar, contul de mail al utilizatolui este expus.

Din acest considerent este important, pentru sporirea seBliticonturilor utilizatorilor 8inu foloseasBlaceedi parola pentru mainulte
tipuri de servicii.

ReconandNm m continuare folosea instrumentelor de pe pagina de verificaentru aafla datimailul sau parola dvsunt compromisealar
U consultarea paginii de informagentru a afla cumii poli seta o pardliputernicNiU cum te pdi proteja pe internet!
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3.Introducere
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Corlinutul
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4.Collection#1

conturi sau combeuri.

AdidN12,692,818,238 deNhduri m totall.
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Collection 1

{8 Collection #1_BTC combos.tar.gz

M Collection #1_Dumps - dehashed tar.gz
% Collection #1_EU combos.tar.gz

{8 Collection #1_EU combos_1.tar.gz

% Collection #1_Games combos.tar.gz

u Collection #1_Games combos_Dumps.tar.gz

[ Collection #1_Games combos_Sharpening.tar.gz

{8 Collection #1_MAIL ACCESS combos.tar.gz

M Collection #1_Monetary combos.tar.gz

% Collection #1_NEW combo semi private_Dumps.tar.gz
{8 Collection #1_NEW combao semi private_EU combo.tar.gz

{8 Collection #1_NEW combo semi private_Private combos.tar.gz
u Collection #1_NEW combo semi private_Update Dumps.tar.gz

% Collection #1_Number pass combos.tar.gz

{8 Collection #1_0LD CLOUD_BTC combos.tar.gz
M Collection #1_0LD CLOUD_CHINA combos.tar.gz
% Collection #1_0LD CLOUD_Dump cleaned - deleted duplicated and trash.tar.gz

Pentru a putea clasifica mai bine dateleller n Y LJ- NIi A G

Data in MB

Other
6,4%

Gaming
23,8%

6568,171 (23,8%)

B8 Collection #1_0LD CLOUD_Gaming combos.tar.gz
B8 Collection #1_0LD CLOUD_Hacking combos.tar.gz
M Collection #1_0LD CLOUD Japan combos.tar.gz

B8 Collection #1_0OLD CLOUD_Monetary combos.tar.gz
[ Collection #1_OLD CLOUD_OLD DUMPS DEHASHED tar.gz
B8 Collection #1_0LD CLOUD_Porn combositar.gz

m Collection #1_0LD CLOUD Shopping combos.tar.gz
%8 Collection #1_0LD CLOUD_Trading combos.tar.gz
B8 Collection #1_0LD CLOUD_UK combos.tar.gz

M Collection #1_0LD CLOUD_USA combos.tar.gz

B8 Collection #1_RU combo.tar.gz

8 Collection #1_Shopping combos.tar.gz

B8 Collection #1_USA combos.tar.gz

m Collection #1_USER PASS5 combos.tar.gz

LIS R2YSYyAA

Monetary
3,5%

Dumps
24,0%

6624,56 (24,0%)

PORN

0,2%
Shoppin

1,4%

SUA

3,5¢

9716,749 (35,2%)
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[ dZONHzZNAE S nyOSL) &N RSGAYIl AyiSNBabynp&h I ddiBNYOROAISINEI R
neprelucrate m format brut (SQL) direct extrase din webgiteNA O 2 Y LINE Y A & S Banhalcdndashe) UA R
FRAON YIAfdzZNKA UX LR NRESSY i ENIOSH bEdSeHidzy QWX 2y NA € 2 NJ LIdzo .

Fiecard NKA ON@F 2T RESII FAUASNBE vy dzy S NBRIAIYISS, aRSdzyaSste de>3.08 GHBEL KR IEMAIS v
LINPOFOAEf StS Fdz F2a40 nYLINNIAGS aGdFSt LISyidiNdz I aS Ol dz
S

putea deschi® FASOFNB FAUASNI neetext NI S Odz 2NA OS TSt RS RAG2N

Marme Date modified Type Size

5 Dbt 01,/17/2019 23:21 TKT File 3422 KB
i bt 01/17/2019 23:21 TXT File 3421 KB
i 2t 01,/17/2019 23:21 TXT File 3.200 KB
i bt 01,/17/2019 23:21 TXT File 3254 KB
i dbt 01/17/2019 23:21 TXT File 3309 KB
i St 01/17/2019 23:21 TKT File 3,199 KB
i Bt 01,/17/2019 23:21 TKT File 3191 KB
i Tht 011772018 23: 21 TXT File 3.193 KB
i Sbdt Q1172019 238 TXTFile 3189 KB
i Obdt DT 2082221 TXTFile 1192 KB
i 106 01/17/2019 23:21 TXT File 3195 KB
o1kt 01/17/2019 23:21 TKT File 3,189 KB
FEa R 01,/17/2019 23:21 TKT File 3.189 KB
PR ER s 01,/17/2019 23:21 TXT File 3190 KB
i 1db 01,/17/2019 23:21 TXT File 3190 KB
i 150 01,/17/2019 23:21 TXT File 3.192 KB
a5 1bbet 01/17/2019 23:2 TXT File 3.189 KB

i (R

I ek

Fiecare filer are fix 100.000 de linii, adid 00.000 de combuairi.

Collection #1_FU combos/ 1. bt (3,1 MiB - 100000 lines - modified on 01/17/2019 20:46 - US-ASCII]
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DUMPuri si COMBGuri
¢CNBOodzA S LINBOATFG RS LIS | Odzy FF LXidzAZ ON G211 GS T NKAGSE S

1) DUMPY FTAUASNB T2 NXI G {swrjctur®lzeiide daie 8e pa yhBrulNidvsitel A A £ S
2) COMBO$ RIFGS ny LXFAYGSEG o0GSEG &aAYLX dzZ tATAOAE S 7T
mail:parola

In cazul nostru, formatul este unul CSV adiganpl;camp2

varoma@ora:

samir@hotm

franck.nics

rabanyludi-

mercier.el

sorcierdant

patrice.th

snini@noos

miryvamé9@h:

mbk@hotmai. e
Artur.nico B L B BB
lionroqﬁesk WS- -
loooolaaaa:

i love_you

spanish_tis

laurinexxxt

comostylel.

davedevilo:

christine.w

simo-13@1i-

mfrancois3t

rypase@liwv

9EAAGI nyaN YIFA YdzZ 0SS (ATLHMNAS RED TANKS (idzy RRILE A

oy {24 172,90499Rdadlrksé de-enail unice sR1,222,975RS LI NRf S dizfA JEzYNINRAOR &
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Iy I £ &dtukayd&elor, avem un procent semnificativpeezentat prin combalzZNA = FNNN aN UGAY &
LINE OSy 4 RS mMH®T: RS RIGS RS (AL 5! ats RSALNNB

Dumps

Combos
87,3%




DUMRuri

Ly FEAT NYR ¥ 26zRENBEKNS I 0AA R dzy ddi L jpRud.

DinRomN\hia figureaNdoar urmNoarele siteuri:

i Pacwndpoeka 3D5I50.com [50k].xt

i Pacwndpoeka dm.net [42k] b

% Pacwndposxa dMetin.org [35k] bt

i Paclwndpoexa AarinFantasy.com [222k].bet

i Pacwndpoeka Aipai.com [3, Tk b

5 Pacwndposks Amplitude-Studios.com (Forum) [31k].bet
% Pacwngpoeka ArmyForceOnline.com [944k] bt

i Pacwndpoeka Aternos.org [855k] bt

i Pacwndposxa BCWars.com [107k] bt

3%, Pacundpoeka BeatingBonuses.com [25k] bt

i Pacwndpoeka Bistudio.com (Forum) [168k].tet

i Pacwndpoeka Bistudio.com [131k]bd

% Pacwndiposka BotOfLegends [148k] bt

in Pacwndpoeka CDProjektRed.com (Forum) [623k].b
;:; Pacwndpoeka Cfire.mail.ru (Forums) [7,8kk] bt

15 Pacwndpoexa CheapAssGamer.com [337k] bt

% Pacwngpoeka ChessHere.com [326k].tet

- Intergame.ro

- Experimental.ro

- Vacantesicalatorii.ro
- Secpral.ro

- Legisplus.ro

- Ktd.ro

- Experts.ro

- lIrecson.ro

- Sferajuridica.ro

- Macheteshop.ro

- Ase.ro

- Biocominternational.ro
- Kgbhosting.ro

i Pacwndpoeka Cod247.com [19k].txt

i Pacwndpoeka CorruptionX.com [107k].bdt

2% Pacuundiposks CounterStrike.cn [333K] tt

ﬁ Pacungdpoexa Creative-Scape.net [145k].bd

|§; Pacwngposka DayZ.com (Forum) [108k]txt

5 Pacuundposks DCEmu.co.uk [417k].bet

i Pacwngpoeka DDO.com [1kk] bt

i Pacwndposka Diddl.pl [37k].bet

i Pacwndposra DoylesRoomPoker [47k] bt

3%, Pacwundpoeka EloBuddy.com [72k] bt

i Pacwndpoeka EpicNPC.com [54k].tet

i Pacwndposka EurcMilhoes.com [17k].bd

i Pacwundposka Evony.com [28kk].bd

i Pacwndpoeka ExplosiveGaming.com [57k] bt

i Pacwndpoeka FashionFantasyGame.com [2, Skk].bd
5 Pacuundposks FFShrine.org [497k] bt

% Pacwndpoeka FlashFlashRevolution.com [1,3kk].tet

T2

NHzY dzNA RS 3 YAy 3

i Pacwndpoeka FrostLand.pro [230k].tet

i Pacwndposka GamerzPlanet.net [883k].bet
s Pacludposxa GamesBites.com [33k].txt
‘s Pacumdposka GamesForum.com [82k].b
5 Pacwndposka GameTurk.com [388k] bt
s Pacwmdposxka Game-Tuts.com [1kk].bdt
% Pacwndpoeka Gamevn.com [1kk].bet

i Pacwndposka Gamigo.com [8, 2kk] bt

i Pacwndposka gPotato.com [1,9kk] b

5, Pacwundpoeka HiveWorkShop.com [62k].bdt
i Pacwndpoeka HLTV.org [414k].tet

5 Pacwndposka |-Dressup.com [2,2kk].bd
% Pacwndposka [LikeCheats.com [140k] bt
% Pacwndpoeka Kaboom.su [T6k].bet

i Pacwndposka Leet.cc [400k] bt

35 Pacwndposxa LOTRO.com [T46k].bet

% Pacwndpoeka LSGB.net [9,4kk].bt

- Propackromania.ro
- Meteopress.ro

- Mobotix.ro

- Transindex.ro

- Jobstore.ro

- Jobee.ro
- Granturi.ro
- Rntro

- Cartestraina.ro

- Linkweb.ro

- Psihologieonline.ro
- My-press.ro

GFf X R2I NA1RIB3ConturxéndpioBise albliBilEaaiilar ¥in Romania ce provin din wehsite
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Combo-uri

i 2 G 2.316&011cadtbriYanice din Romania, distribuite astfel:

Website-uri din romania

419993

319885 -

Alte dump-uri

1576133



Recapitulare

Avem1,160,253,228RA Y O} NB N2 Y Q,2%0 (i AR33G)81 liDinfRe2atebtda 68.1% au origini
necunoscute18.1% provin din baze de date ale unor sleNA NE Y Ny S U {25 deGigewi)SNLB.8%4din Haze de
date ale unor sitedlzZNA  RAY | FI NI} w2YNYyASA®

'y £ dzONHz RSYYy RS YSyWNXZ¢QefiSOah Rua Frdddiiidite kidicht gafdfidtilin@neide
FAUASNEBS SELX AOFGAAdzZAaN AyadNHzOOGAdzyAs (2F34S ny fAYO!
t dziSY aldzyS ON &8 O2yFANNN ALRGSTF YFA Ydzf 62N dzdAf AT |

ContinfNy R Iy I f kYl nKRIOS SXA NFIANS O yNGBS aFUAALBA S NINpfYY LF dyiGi VS RN R 2
mailurilor.

Yahoo- 31% Gmail- 42% Mail.ru + rusia 18% Altele 9%

Altele
9.0%

Yahoo
. X 31,0%
*.ru - Rusia providers
18,0%
Gmail
42,0%

Cl LXidzZ ON RIGStS

a FZYINNRE A S STABASNET 2N YI ! adkd Y Sy
dz F2ali RAYALINB 12yl a F I

GAONZ ydz G2 S dz ¥2ad GAyGAGS
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publici din Rorfthia.

Top domenii afectate din Romania

ber.ro

14,3% gov.ro
brd.ro ~3,8%
3,7% unibuc.ro
bnro.ro 37%
1,7% Just.ro
bitdefender.com 2,4%
2,3% pub.ro
antena3.ro 11,5%
2,0%

protv.ro upb.ro
3,1% 1,4%
orange.ro ubbcluj.ro
4,1% 5,9%
gs;/.rro uaic.ro
e 8,9%
mfinante.ro upt.ro
1,6% 6,1%
umfcluj.ro o
2,1%

tuiasi.ro

5,5%

1 0S4aiStH &a3xmy3dhdecyhtuiideénmal GLIF NBf St S | FSNBY (i S-tektOSaid2 N
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5.Collection#2
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ANTIPUBLIC #1 Collection #2_New combo cloud_Region Specific Collection_net

ANTIPUBLIC #1_MYRC ANTIPUBLIC Collection #2_New combe cloud_Region Specific Cellection_org

AP MYR 8 ZABUGOR #2 Collection #2_New comboe cloud_Region Specific Collection_Others

AP MYR & ZABUGOR #2_EU + RUSSIAN ANTIPUBLIC Collection #2_MNew combo cloud_Unsorted Collection

Collection #2_MNew combo cloud_Database Collection_Dump paclundpoeanHele Collection #2_New combo cloud_UPDATES_MNowvember 4th 2018_EU combo

Collection #2_Mew combo cloud_Database Collection_Gaming Databases Collection #2_New combe cloud_UPDATES_Movember 4th 2018_Update Dumps
Collection #2_MNew combo cloud_Demain Specific Collection Collection #2_New comboe cloud_UPDATES_MNovemnber 4th 2018_Update Dumps_Dumps
Collection #2_New combo cloud_Gaming Collection . Collection #2_New combo,cloud UPDATES_Movember 7th 2018_Domain Specific Lists
Collection #2_Mew combao cloud_Gaming Collection_Gaming Splits ‘ Collection #22_New combo cloud_ UPDATES_MNovember 7th 2018_Region Specific Lists
Collection #2_Mew combo cloud_General Splits Collection ‘ Collection #2_New combeo cloud_UPDATES_Movember Sth 2018_Domain Sorted
Collection #2_MNew combo cloud_Hacking Related Collection Collection #2_New combo cloud_UPDATES_Movemnber Sth 2018_Region Sorted
Collection #2_MNew combo cloud_Mail Access Collection Collection #2_New combo cloud_UPDATES Update 03 01 2019

Collection #2_MNew combo cloud_Money Related Collection Collection #2_New combo cloud_VIP Collection

Collection #2_Mew combo cloud_Mumber Collection Collection #2_New combo cloud_VIP Collection_More Lists

Collection #2_Mew combo cloud_Private Collection
Collection #2_New combo cloud_Region Specific Collection_com
Collection #2_MNew combo cloud_Region Specific Collection_edu

Collection #2_Mew combo cloud_Regicon Specific Collection_gov

oA

hodSNIBNY YIF A R baildbid ssncdibodINSiSS Yolyaz G F 6 S Odz hi{i ESdg&d ny 3IANI

GB of data by relevance

Monetary
3,6%
Dumps
0,9%
Hacking
3,2%

SUA

4,4%

EU

14,3%

RU

Other
7,8%

62,1%

Gaming
3,7%

11
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alimente-geriatrice.ro 586 macheteshop.ro 4212 ktd.ro 5798
transindex.ro 1575 propack-romania.ro, 9664 cartestraina.ro 22810
vacantesicalatorii.ro =~ 27780 meteorpress.ro 1645 biocom-international.ro 21482
secpral.ro 18281 ase.ro 4198 linkweb.ro 55982
psihologieonline.ro 5505 mobotix.ro 3204 integrame.ro 31232
my-press.ro 3777 kgb-hosting.ro 218 experimental.ro 23713
legisplus.ro 3554 jobee.ro 2129 sferajuridica.ro 1264
ktd.ro 5798 jobstore.ro 4623 legisplus.ro 3554
experts.ro 177192 garnituri.ro 11220 rnt.ro 14991
irecson.ro 531

oy 466 )51 8le conturi ce provin din sitari (dumpdzNA 0 NB YNy SUG A @

PO U U N

Ceeacend FGNI a | 0SYyliAl RAwINPOSYBYIANBXSOLDES8EHESI axa80 dzy

=] RO.xt EnpitCollection #2-23 & Antipublic\ Collection24Cel...  Size: 1,77 MB
Jg%" Date modified: 01/18/2019 05:46

1 08&il O2yUAYS ydz deb5263¢oumbriide @ difereitndh YA A3 LdddidelyA A OKSA ST

Blueair.ro Rdsrcs.ro Postaromana.ro Urgentcurier.ro
Transelectrica.ro Romtelecom.ro Tarom.ro Unicredit.ro
Catmusic.ro Milenniumbank.ro Mfinante.ro Ber.ro
Tvr.ro Provident.ro Ase.ro Bancpost.ro

Oy F2f{RSNJFLINI YFEA YdzE 6§S GNNRY t[Z whX w!

LFNJ LIS € Ny3 0SF = -l U numér 86¥75,9040/2 yFIAENIRS NBAEYS wWRRSY NO/2AY6 2C
f

I OSFadN O2

m Z¢
> O(
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http://alimente-geriatrice.ro/
http://transindex.ro/
http://vacantesicalatorii.ro/
http://secpral.ro/
http://psihologieonline.ro/
http://my-press.ro/
http://legisplus.ro/
http://ktd.ro/
http://experts.ro/
http://irecson.ro/
http://macheteshop.ro/
http://propack-romania.ro/
http://meteorpress.ro/
http://ase.ro/
http://mobotix.ro/
http://kgb-hosting.ro/
http://jobee.ro/
http://jobstore.ro/
http://garnituri.ro/
http://ktd.ro/
http://cartestraina.ro/
http://biocom-international.ro/
http://linkweb.ro/
http://integrame.ro/
http://experimental.ro/
http://sferajuridica.ro/
http://legisplus.ro/
http://rnt.ro/

Sursa datelor

/ 2YLI NNy R & daNivs. com@ddBR 3R d2&vd.d S NI N&a Anwa £ O 2\ (Ody Tl eSS Goditdde Y i
conturilor compromise nusuntdin sigizgNA £ S w2 YNy SUGA | FSOGFGSE OA RAYy tA4&f
RAY FE3GS GNNR LINRPGSYAGS OSt201V) A LINRPOIOoAf RAY O6NBUS YI

Fisierul RO.txt
6,9%

275991

' UFRFENE ny [ 2tf SO0
797,77202 y 1 dZNA  RA Y
466518

(DUMPS)Website- .
58,5%
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6.Collection#3

| 2y Ay dzi dz

I 28 SOUAL I NBA L2deX@débd, kaferhidae aydimemsiNdesBOGBU A R S 1 44NEBEROIG( S
OSt S |

TAAASNBO O ! aldl Bay& OBYylixyd RAODS ©2f SW8ARBSEt SOy

Collection #3 /| 2t SOUAL O2yUAYS /gy YI
Collection #3_Dump checkyou uri mai vechi:

Collection #3_dump Last

Collection #3_dumps 2016-2017 AbuseWithUs
Collection #3_dumps 2016-2017_Database Collection by Thl CA4ACT/INB LinkedIn
Collection #3_dumps 2016-2017_Database Collection by Thl C4ACTINE_AbuseWithlUs CheckYou
Collection #3_dumps 2016-2017_Database Collection by Thl C4ACTAMNB_Wildstart Fling

Collection #3_Mail pass combao Last.Fm

Collection #3_Mail pass combo_bonusbitcoin co [B&C] by ALEEEK v 2 Vk.com

Collection #3_Mail pass combo_mail pass checker 000webhost.com
Collection #3_0LD LEAK + altele

Collection #3_0LD LEAE_Linkedin

Softuri incluse

/' St YIA AyGSNBalyd fdzONHz RAY FNKA@GlI FOSFadls 20aSNBI G

de tipg account checker§ LIN2 A NJ YS ny O N@bHidt-@ij(eSNMA dANW G NPARdzD BBt S ny
FOSadGsSt GS4&d SurlcbhtutiltSrespeatiteS NA S aA (S

@ BonusBitcoin.co [B&C] by ALEEEK. exe

i | C':'nﬂg'm' | MetroFrarmework.dll
.ﬁ FastChecker v 1.0.exe | MetroFramewaork.Fonts.dll
| xNet.dll

% [#] Form1 [#] X X

[#] BonusBitcoin.co [B/C] by ALEEEK [#]
O o
Log: Threads:

Npoxcn

MepeBpyT ownbok

250 3 20

GOoOD 0 G2
BAD o
ERROR 0
0

LEFT Cron

'y

GOOD: O

Spedially for LolzTeam.net




Exemplificare

{ LINB SESYLXdzz SA FI O Neraid RS 2 o6FTN RS
dzy dzZA OK S O1 S NJ sd8aleNsBeairilorzbncaeSpaypdl St 2 NJ

Oy OFTdNAES RS YIA adzas dzydZ RAYGNB StS SaiS LISydNHz LI

¢
<
(p))
(@]
w»
O«
N
<
cx
>x
<

¢20YIFA RS 0SSl SaidisS NBO2YIyRIG aN F2f2aA0A LI

Websie-dzZNA NB YNY SUGA O2 YLINRY

doar 3: @ total dumpurile contin175,782de conturi din
Propackromania.ro (14,334) Ror\hia, la acestea adadn mcN289,132conturi g\kite
Caro.ro (22,437) de noim restul de Combauri.

Anuntulmagic.ro (139,011)

Dumps
26,8%

Combo
73,2%

P'OUFRENE ny G204 f 3y dziieM6231802QU0Ad2NR]T oR ALY D SW2 YdRW/ A | @
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7.Collection#4

| 2y Ay dzi dz

/2€80GAL LI G NIH2d®®igefeicsiSarhizmte ay dzvehshihe&i&4GBUA R ST 178EBA O G S
6odZcpor FAUASNBO® ! OSlFadGtk ydz O2yGAyS RIGS F2FNLS NBfS
Mame Date modified Type
Collection #4_BTC combos 03/14/2019 20:04 File folder 5AY ONGS LdziSY 20648
Collection #4_Dumps dehashed 03/14/2079 20:04 File folder 021 $OGAS O2 y G A y IS ny
Collection #4_EU + RUSSIAMN COMBOS 0371472019 20619 File folder uri de Europa, Rusia, Bitcoin, Jdcur UA
Collection #4_EU COMBOS_Pazbwurana Baz... 02/14/2079 21:11 File folder SUA.
Collection #4_EU COMBOS5_Pazbwurtan Ba3... 03142018 22:03 File folder
Collection #4_Game combos 031472019 22:03 File folder
Collection #4_Goods 03,/14/2019 23:00 File folder / §¢ YIEA AYL2NI I Y G T
Collection #4_RUSSIAN COMBOS 03/14/2019 23:11 File folder 52t SOU AT Nt NB LINBT & \
Collection #4 Shopping combos DSR2y 23T File folder JWALLMARE n Y OF NB & dzy f
Collection #4_Update combeos 03 420823 Al File folder 25GBRS RIS LISNA 2 VIt
Collection #4_Update combos_Pazbwras ... 03/15/2079 00:49 File folder £l y i dzf dzi RS YI3ri a y
Collection #4_US4A combos 03/14/2019 20:03 File folder

5AY w2 YNyALl 2260 J4tnisr. AcBiste®Rriti lsudifoe relevante deoarce echipa noastra a analizat o

LI NIS RAYGNBE | 0SadsS RIGS UA

aceste date sunt leakri dejaraportate.

I Y200-2015 idr leakuriié dirdchire fadp&te | dz F 2

'UFRFENE G2F3GS LI NBPRS BN BENIB/ (dziRASHRE T EiCBKRRYAC LIINESA 1/IS D IR @A 6 dzA

/' StS YA FTFSOGFEGS R2YSYAA RAY wW2YNYAL

Upc.ro
Yahoo.ro

K.ro

Brd.ro
Rdslink.ro
Atestatehtml.ro

Gov.ro
Bnr.ro
Insse.ro
Pub.ro
Mfinante.ro

wSO2YFyYyRNY (20dz20k Ad Nz2N®K SO § VR B B@&:dhelziStlro. R S

16

0SS FaA13

GSNA T A


https://hackout.ro/

/| 2y UAY dzi dz

I 2¢ SOUGAL

OMCZINHC

Mame

8.Collection#5

O A y O S15deGoiigfa] dage Srhiday auydidzahBimeasy GBU A
FAUASNBO ®

Collection #3_BTC combos
Collection #5_DUMP dehashed

Collection #5_DUMP dehashed_IP Durnp...

Collection #5_Dump HASH

Collection #5_Dump HASH_HASH cBopeka

Collection #5_EU combaos
Collection #5_Game combos
Collection £5_MAIL ACCESS EU

Collection #5_Money combos

Collection #5_RUS5IAMN combos
Collection #5_Shopping combos

Collection #53_5ocial network combos
Collection #5_SPLITTED FOR COUMTRY ...
Collection #5_SPLITTED FOR COUMTRY ...

Collection #3_VIP combos

£ LINRA Y I

UA

Date modified Type
03/18/2019 1%:53 File folder
03/18/2019 19:55 File folder
03/18/2019 20:0 File folder
03/18/2019 20:02 File folder
03/18/2019 20:06 File folder
03/ TS2018 20:0f Filefalder
03,/18/2079 20:M1 Filefolder
03/18/2019 20:16 File folder
03/18/2019 20:18 File folder
03/18/2019 20:2: File folder
03/18/2019 20:30 File folder
03/18/2019 20:32 File folder
03/18/2019 19:42 File folder
03/18/2019 1942 File folder
03/18/2019 1%:42 File folder
3 I Q\lagan
aAy3dz2NF RAYGNB O
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Name Date modified Type Size

i 02-24.\HAPWS 303WHIRE TE R (2. 01/18/201901:03 TXT File

e 3IFT I UAE TEE e 01/18/2019 01:05 TXT File

s 20W - riben.bd 01/18/2019 01:05 TXT File

i 20W - riben. b IEEERS bt 01,/18/2019 01:05 TXT File
a5 92t 01,/18/2019 01:05 TXT File 7.575
a5 160wand219chul (2).bd 01/18/2019 01:05 TXT File 14,052
5 168w.bd N T i3
i 212 chongxinhebing.bd_1.

i 212 chongxinhebing.bet_21322W b 01,/18/2019 01:05 TXT File

s 21TEH .o 01,/18/2019 01:05 TXT File

i 22000335 TER ()6t 01/18/2019 01:05 TXT File

i 30RAIETEE (20t 01/18/2019 01:05 TXT File

| 1800WRATEIE_TE & (2).b¢0000644 01/18/2019 01:05 TATO000644 File

i 21158385 1% Hjapan (2).bt 01/18/2019 01:05 TXT File

w5 asaH Aot 01/18/2019 01:05 TXT File

i beast+from135.bd 01/18/2019 01:05 TXT File

Collection #5_DUMP dehashed

Collection #5_DUMP dehashed_JP Durnps pacwwnd posadHble
Collection #5_Durnp HASH

Collection #5_Dump HASH_HASH cBopka

4 din cele 15 foldere sunt reprezentate de DUMP

Websiteuridinw 2 YNWVINBE T Sy G S n yori durd $raafiodreleR dzY LJ

Revizieshop.ro Deviz.ro Piatadeporumbei.ro Jobstore.ro
Oilshop.ro Barcacuda.com.ro Mondo-romania.ro Fundatiasnagov.ro
Megapreturi.ro Airosft.ro Mobotix.ro Compass.ro

Ktd.ro Amfcluj.ro Linkweb.ro Asociatiabrokerilor.ro
Informatiaprahive.ro Zwcad.ro Elth.pub.ro

Favisan.ro

oy G261t I OMEATEIe cONTHCIE UihdyindpzNA T+ OS & § 2 N1,002,831de BoNaAN Y 1y
w2YNYy ALl OS &8s Udrektonbogryy NB & GdzZ RS TA

Oy i 2 G NdrhiNate @soapelii5 milioanede conturiN®2 YNy SUG A @
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