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мΦ/ǳǾŃƴǘ ƞƴŀƛƴǘŜ  

 

 

IŀŎƪƻǳǘΦǊƻ ŜǎǘŜ ǳƴ ǇƻǊǘŀƭ ƞƴ ŎŀǊŜ ǎǳƴǘ ǇǳōƭƛŎŀǘŜ ŀǘŀŎǳǊƛƭŜ ŎƛōŜǊƴŜǘƛŎŜ ŎŜ ǾƛȊŜŀȊŇ Ǔƛ ŎŜǘŇǚŜƴƛ ǊƻƳŃƴƛΣ ǿŜōǎƛǎǘŜ-uri din 

wƻƳŃƴƛŀ Ǔƛ ǘƻǘ ŎŜ ǚƛƴŜ ŘŜ wƻƳŃƴƛŀ ǇŜ Ǉƭŀƴ ŎƛōŜǊƴŜǘƛŎΦ {ŎƻǇǳƭ ǇǊƛƴŎƛǇŀƭ ŀƭ ǇƻǊǘŀƭǳƭǳƛ ŜǎǘŜ ŎŜƭ ŘŜ ƛƴŦƻǊƳŀǊŜ ŀ ŎŜǘŇǚŜƴƛƭƻǊΣ 

ǎǇƻǊƛǊŜŀ ǾƛƎƛƭŜƴǚŜƛ ŀŎŜǎǘƻǊŀΣ ŘŀǊ Ǔƛ ǎŜǊǾƛŎƛƛ ƎǊŀǘǳƛǘŜ ŘŜǎǘƛƴŀǘŜ ǳǘƛƭƛȊŀǘƻǊƛƭƻǊΦ 

/ǳ ŀƧǳǘƻǊǳƭ ǇƭŀǘŦƻǊƳŜƛ ǳǘƛƭƛȊŀǘƻǊƛƛ ǇƻǘΥ ǾŜǊƛŦƛŎŀ ŘŀŎŇ ŎƻƴǘǳǊƛƭŜ ƭƻǊ ŀǳ Ŧƻǎǘ ŎƻƳǇǊƻƳƛǎŜ ƞƴ ǘǊŜŎǳǘΣ ǾŜǊƛŦƛŎŀ ŎŃǘ ŘŜ ǎƛƎǳǊŜ 

sunt parolele, monitoriza e-ƳŀƛƭǳǊƛƭŜ Ǔƛ ǿŜōǎƛǘŜ-ǳǊƛƭŜΣ ŀŦƭŀ ƛƴŦƻǊƳŀǚƛƛ ƴƻƛ Ǔƛ ƞƴǾŇǚŀ ǘŜǊƳŜƴƛƛ ŎȅōŜǊ ς security, vizualiza 

ǎǘŀǘƛǎǘƛŎŇ Ǔƛ ǊŀǇƻŀǊǘŜƭŜ ǇŜǊƛƻŘƛŎŜ ǓƛΣ Ƴŀƛ ŀƭŜǎΣ Ǉƻǘ ŎŜǊŜ ŀǎƛǎǘŜƴǚŇ ƎǊŀǘǳƛǘŇ ǇŜƴǘǊǳ ǊŜȊƻƭǾŀǊŜŀ ƛƴŎƛŘŜƴǘŜƭƻǊ ŎƛōŜǊƴŜǘƛŎŜΦ 

{ŎƻǇǳƭ ŀŎŜǎǘǳƛ ǊŀǇƻǊǘ ŜǎǘŜ ƳŜƴǚƛƴŜǊŜŀ ǳƴǳƛ ƎǊŀŘ ǊƛŘƛŎŀǘ ŘŜ ŀƭŜǊǘŇ ƞƴ ǊŃƴŘǳƭ ŎŜǘŇǚŜƴƛƭƻǊΣ ŘŀǊ Ǔƛ ŎƻƴǓǘƛŜƴǘƛȊŀǊŜŀ ǇŜǊƛŎƻƭǳƭǳƛ 

ƭŀ ŎŀǊŜ ǎŜ ŜȄǇǳƴ ƞƴ ƳƻƳŜƴǘǳƭ ƞƴ ŎŀǊŜ ƞǓƛ ŦƻƭƻǎŜǎŎ ƳŀƛƭǳǊƛƭŜ ƛƴǎǘƛǘǳǚƛƻƴŀƭŜ ǎŀǳ ŘŜ ǎŜǊǾƛŎƛǳ ƞƴ Ŧŀǚŀ ŀǘŀŎǳǊƛƭƻǊ ŎƛōŜǊƴŜǘƛŎŜ 

ŎŜ ǾƛȊŜŀȊŇ ƞƴ ƳƻŘ ŘƛǊŜŎǘ ƻōǚƛƴŜǊŜŀ ōŀȊŜƛ ŘŜ ŘŀǘŜ ŀ ǊŜǎǇŜŎǘƛǾŜƛ ǇƭŀǘŦƻǊƳŜκǿŜōǎƛǘŜΣ ǇǊŜŎǳƳ Ǔƛ ŀ ŘŀǘŜƭƻǊ ǇŜǊǎƻƴŀƭŜ 

ŜȄƛǎǘŜƴǘŜ ƞƴ ŀŎŜŀǎǘŀΦ 

wŀǇƻǊǘǳƭ ŀ Ŧƻǎǘ ƞƴǘƻŎƳƛǘ ƞƴ ƭǳƴŀ ŀǇǊƛƭƛŜ нлмфΣ ƛŀǊ ŘŀǘŜƭŜ ŀǳ Ŧƻǎǘ ŀƴŀƭƛȊŀǘŜ ƞƴ ŘŜŎǳǊǎǳƭ ŀ ǇǊƛƳŜƭƻǊ ǘǊŜƛ ƭǳƴƛ Řƛƴ ŀŎŜƭŀǓƛ ŀƴΦ 

Toate datele prezentate au caracter orieƴǘŀǘƛǾΦ bǳ ǊŇǎǇǳƴŘŜƳ ŘŜ ŜȄŀŎǘƛǘŀǘŜŀ ŀŎŜǎǘƻǊŀ Ǔƛ ƴƛŎƛ ŘŜ ŀ ǇƻǎƛōƛƭŜƭƻǊ ŜǊƻǊƛ ŎŜ 

Ǉƻǘ ŀǇŇǊŜŀΦ 

5ŀǘŜƭŜ ŀǳ Ŧƻǎǘ ŀƴŀƭƛȊŀǘŜ ƞƴ ƳƻŘ ŀǳǘƻƳŀǘΣ ŦŇǊŇ ŀ ǎŜ ƛƴǘŜǊǾŜƴƛ ŀǎǳǇǊŀ ƭƻǊΦ 5ŀǘŜƭŜ ǇŜǊǎƻƴŀƭŜ Ǔƛ ǇŀǊƻƭŜƭŜ ǳǘƛƭƛȊŀǘƻǊƛƭƻǊ ƴǳ ŀǳ 

Ŧƻǎǘ ǳǘƛƭƛȊŀǘŜ Ǔƛ ƴƛŎƛ ŀŎŎŜǎŀǘŜ ŘŜŎŃǘ ǇǊƛƴ ƛƴǎǘǊǳƳŜƴǘŜ ǎƻŦǘǿŀǊŜ ŀŘŜŎǾŀǘŜ ŎŜ ǊŜǎǇŜŎǘŇ ƴƻǊƳŜƭŜ ŘŜ ǇǊƻǘŜŎǚƛŜ ŀ ŘŀǘŜƭƻǊ Ŏǳ 

ŎŀǊŀŎǘŜǊ ǇŜǊǎƻƴŀƭ ŎƻƴŦƻǊƳ ƭŜƎƛƛ рлсκнллпΣ ǇǊŜŎǳƳ Ǔƛ ŀ ƭŜƎƛƭƻǊ ŎŜ Ǿƛƴ ƞƴ ŎƻƳǇƭŜǘŀǊŜŀ ŀŎŜǎǘŜƛŀΦ 

9ŦƻǊǘǳƭ ŘŜǇǳǎ ƞƴ ǊŜŀƭƛȊŀǊŜŀ ŀŎŜǎǘǳƛ ǊŀǇƻǊǘ ŜǎǘŜ ǳƴǳƭ ŎƻƭŜŎǘƛǾΣ ǘƻŀǘŇ ƛƴǾŜǎǘƛǚƛŀ ŘŜ ǘƛƳǇ Ǔƛ ǊŜǎǳǊǎŜ ŜǎǘŜ ǎǘǊƛŎǘ ǇŜǊǎƻƴŀƭŇ ŀ 

ŜŎƘƛǇŜƛ ŎŜ ŀ Řǳǎ ƭŀ ōǳƴ ǎŦŃǊǓƛǘ ŀŎŜŀǎǘŇ ŀƴŀƭƛȊŇΦ bǳ ŀǳ ŜȄƛǎǘŀǘ ŀƭǘŜ ǇŇǊǚƛ ƛƴǾŜǎǘƛǚƛƻƴŀƭŜ ƞƴ ŀŦŀǊŇ ŘŜ ŜŎƘƛǇŀ ǊŜŀƭƛȊŀǘƻŀǊŜ ŀ 

ŀŎŜǎǘǳƛ ǎǘǳŘƛǳΣ ƛŀǊ ǎŎƻǇǳƭ ƴǳ ŜǎǘŜ ŀƭǘǳƭ ŘŜŎŃǘ ƛƴŦƻǊƳŀǊŜŀ Ǔƛ ŜŘǳŎŀǊŜŀ ŎŜǘŇǚŜƴƛƭƻǊΦ 

Datele, grafƛŎŜƭŜΣ Ǔƛ ǘƻǘ ŎŜ ǎŜ ǊŜƎŇǎŜǓǘŜ ƞƴ ŀŎŜǎǘ ŘƻŎǳƳŜƴǘ ǊŜŀƭƛȊŀǘ ŘŜ ŎŇǘǊŜ ŜŎƘƛǇŀ ǇƻǊǘŀƭǳƭǳƛ IŀŎƪƻǳǘΦǊƻ ǊŜǇǊŜȊƛƴǘŇ 

ǇǊƻǇǊƛŜǘŀǘŜ ƛƴǘŜƭŜŎǘǳŀƭŇΣ ƛŀǊ ŦƻƭƻǎƛǊŜŀ ŀŎŜǎǘƻǊŀ ŦŇǊŇ ƳŜƴǚƛƻƴŀǊŜŀ ǎǳǊǎŜƛΣ ŀŘƛŎŇ ƴǳƳŜƭŜ ǇƻǊǘŀƭǳƭǳƛ ς autor al raportului, 

ŜǎǘŜ ǎǘǊƛŎǘ ƛƴǘŜǊȊƛǎŇΦ bŜ ǊŜȊŜǊǾŇƳ ŘǊŜǇǘǳƭ ŘŜ ŀ ƻŦŜǊƛ ǳƴ ŎƻƴǎƛƳǚŇƳŃƴǘ ƞƴ ŎŀȊǳƭ ŎŜǊŜǊƛƭƻǊ ǎŎǊƛǎŜ ǇŜ ŀŘǊŜǎŀ ƴƻŀǎǘǊŇ ŘŜ 

email contact@hackout.ro ǎŀǳ ǇǊƛƴ ƳŜǘƻŘŜƭŜ ǇǊŜȊŜƴǘŀǘŜ ǇŜ ǇƻǊǘŀƭ ƭŀ ǎŜŎǚƛǳƴŜŀ -Ҕ !ǎƛǎǘŜƴǚŇ [ƛǾŜΦ όŎƻƴŦƻǊƳ ŀǊǘΦ млΣ мнΣ 

13 ale Legii nr. 8/1996) 

¢ƻŀǘŜ ƛǇƻǘŜȊŜƭŜΣ ŎƻƴŎƭǳȊƛƛƭŜΣ ƻōǎŜǊǾŀǚƛƛƭŜ Ǔƛ ŜȄǇƭƛŎŀǚƛƛƭŜ ǎǳƴǘ ǎǳōƛŜŎǘƛǾŜΣ ƴǳ ƴŜ ŀǎǳƳŇƳ ƴƛŎƛǳƴ ŦŜƭ ŘŜ ǊŇǎǇǳƴŘŜǊŜ ŀǎǳǇǊŀ 

lor. 
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ULTERIOR: 

E ƞmbucurŇtor pentru noi faptul cŇ o parte a presei din RomŃnia acordŇ atenǚie subiectelor legate de domeniul securitŇǚii cibernetice, preluŃnd  

inclusiv studiul nostru. 

OnsŇ, pentru corecta informare Ǔi ƞntelegere a mesajului pe care am ƞncercat sŇ-l transmitem prin intermediul acestui studiu, dorim sŇ facem 

cŃteva precizŇri suplimentare:  

Colectarea datelor invocate ƞn studiu s-a fŇcut ƞn perioada ianuarie-aprilie 2019, ƞnsŇ conǚine inclusiv date ce aparǚin unor leak-uri mai vechi, 

ceea ce ƞnseamnŇ cŇ unele dintre acestea nu mai sunt de actualitate.  

Un alt aspect care trebuie subliniat este acela cŇ site-urile instituǚiilor publice menǚionate ƞn studiu nu au fost compromise (aǓa cum reiese din 

unele articole din presŇ care fac trimitere la studiul nostru).  

Spre exemplificare, site-ul gov.ro (dar Ǔi celelalte) nu a fost compromis, ƞnsŇ existŇ situaǚii ƞn care persoane ce deǚin conturi de mail asociate 

acestui domeniu au folosit conturile respective pentru accesarea unor site-uri compromise la un moment dat.  

Acesta este motivul pentru care atragem atenǚia cu privire la folosirea mailurilor profesionale pentru accesarea altor platforme, aplicaǚii sau 

site-uri ƞn afara celor pentru care au fost destinate iniǚial.On caz contrar, contul de mail al utilizatorului este expus. 

Din acest considerent este important, pentru sporirea securitŇǚii conturilor utilizatorilor sŇ nu foloseascŇ aceeaǓi parola pentru mai multe 

tipuri de servicii. 

RecomandŇm ƞn continuare folosirea instrumentelor de pe pagina de verificare pentru a afla dacŇ mailul sau parola dvs. sunt compromise dar 

Ǔi consultarea paginii de informare pentru a afla cum ƞǚi poǚi seta o parolŇ puternicŇ Ǔi cum te poǚi proteja pe internet! 

2.Cuprins 

 

1. Cuvant ƞnainte........................................................................................................................1 

2. Cuprins...................................................................................................................................2 

3. Introducere............................................................................................................................3 

4. Collection#1...........................................................................................................................5 

5. Collection#2...........................................................................................................................11 

6. Collection#3...........................................................................................................................14 

7. Collection#4...........................................................................................................................16 

8. Collection#5...........................................................................................................................17 

9. Concluzii.................................................................................................................................19 
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3.Introducere 

- Collection#1 + Antipublic#2...#5 ς 

 

/ƻƭƭŜŎǘƛƻƴІм όŎŀǊŜ ŎǳǇǊƛƴŘŜ р ǎǳōŎƻƭŜŎǚƛƛύ ŜǎǘŜ ǳƴǳƭ ŘƛƴǘǊŜ cele mai mari leak-ǳǊƛ ŀǇŇǊǳǘŜ ǇŜ ƛƴǘŜǊƴŜǘΣ ŎŜƭ Ǉǳǚƛƴ ŘƛƴǘǊŜ ŎŜƭŜ 

ŎŜ ŀǳ Ŧƻǎǘ ŦŇŎǳǘŜ ǇǳōƭƛŎŜΦ 

 

(Un leak -Ҕ ǊŜǇǊŜȊƛƴǘŇ ŘŀǘŜƭŜ ǎǳǎǘǊŀǎŜ Řƛƴ ŘƛŦŜǊƛǘŜ ǎƛǎǘŜƳŜ ƞƴ ǳǊƳŀ ǳƴŜƛ ōǊŜǓŜ ŘŜ ǎŜŎǳǊƛǘŀǘŜΣ ŘŀǘŜ ǇǊƛƴǘǊŜ ŎŀǊŜ ǎŜ ƴǳƳŀǊŇ Ŝ-

mailuri, nume de utilizatori, parole, numere de telefon, adrese etc.) 

5ŀǘŜƭŜ ŀǊƘƛǾŀǘŜ ƻŎǳǇŇ ƞƴ ǘƻǘŀƭ ŀǇǊƻȄƛƳŀǘƛǾ оул D.Σ ƛŀǊ ŘŜȊŀǊƘƛǾŀǘŜ Ƴŀƛ ƳǳƭǘŜ ŘŜ н¢. ҌΦ  

 

Sursa datelor 

Sursa datelor este una inŎŜǊǘŇΣ ŜƭŜ ŀǳ Ŧƻǎǘ ǇƻƳŜƴƛǘŜ ǇǊƛƳŀ ŘŀǘŇ ǇŜ ōƭƻƎǳƭ ƭǳƛ ¢Ǌƻȅ IǳƴǘΣ ŦƻƴŘŀǘƻǊǳƭ ILt.Φ 9ƭ ǇƻǾŜǎǘŜǓǘŜ 

ŎǳƳ ŀ ƎŇǎƛǘ ǇŜ ƛƴǘŜǊƴŜǘ ǳƴ ŎƭƻǳŘ a9D! ŦŇŎǳǘ ǇǳōƭƛŎ ǇǊƛƴǘǊ-ǳƴ ƭƛƴƪΦ !Ŏƻƭƻ ŀ ƎŇǎƛǘ ŀǇǊƻŀǇŜ м¢. ŘŜ ƭŜŀƪ-uri, aceste date sunt 

acum considerate a fi Collection#1. Reǎǘǳƭ ŘŜ Ін ǇŃƴŇ ƭŀ Ір ǎŜ ƴǳƳŜǎŎ !ƴǘƛ tǳōƭƛŎ /ƻƳōƻ [ƛǎǘΣ ŀŎŜǎǘŜŀ ǎǳƴǘ ŘƛƴǘǊ-ƻ ŀƭǘŇ 

ǎǳǊǎŇΣ ŘŀǊ Řƛƴ ŎŀǳȊŀ ǎƛƳƛƭŀǊƛǘŇǚƛƛ ǎǘǊǳŎǘǳǊƛƛ ƭƻǊ ŀǳ Ŧƻǎǘ ǇǳǎŜ ƞƴ ΣΣŀŎŜŜŀǓƛ ƻŀƭŇέ Ŏǳ /ƻƭƭŜŎǘƛƻƴІмΦ 5ƛŦŜǊƛǚƛ ŜȄǇŜǊǚƛ ŎŜ ŀǳ ŀƴŀlizat 

ǎǳǊǎŀ ƭƻǊ ŀǳ ŀŦƛǊƳŀǘ ŎƘƛŀǊ Ǔƛ ŦŀǇǘǳƭ ŎŇ ŀǊ ǇǳǘŜŀ ŀǾŜŀ ŀŎŜƭŀǓƛ ŀǳǘƻǊΦ 

 

tƻȊŀ ŀǇŀǊǚƛƴŜ ōƭƻƎǳƭǳƛ ƭǳƛ ¢ǊƻȅIǳƴǘ www.troyhunt.com Ǔƛ ƛƭǳǎǘǊŜŀȊŇ ŎƭƻǳŘǳƭ ƞƴ ŎŀǊŜ ŀ ƎŇǎƛǘ ŘŀǘŜƭŜΦ 
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Ce ne propunem 

Oƴ ŀŎŜǎǘ ŀǊǘƛŎƻƭ ƴŜ ǇǊƻǇǳƴŜƳ ǎŇ ŀƴŀƭƛȊŇƳ ǇŜ ǊŃƴŘ ǘƻŀǘŜ ǎǳōŎƻƭŜŎǚƛƛƭŜΣ ŀŘƛŎŇ ŦƻƭŘŜǊŜƭŜΥ /ƻƭƭŜŎǘƛƻƴІмΣ 

/ƻƭƭŜŎǘƛƻƴІнΣΦΦΦΦΣ/ƻƭŜŎǘƛƻƴІрΤ Ǔƛ ǎŇ ŀƧǳƴƎŜƳ ƭŀ ƻ ŎƻƴŎƭǳȊƛŜ ŀǎǳǇǊŀ ƛƳǇƻǊǘŀƴǚŜƛ ŘŀǘŜƭƻǊ Ǔƛ Ŏƻƴǚƛƴǳǘǳƭ ƭƻǊΣ ŘŀǊ ǒƛ ǊƛǎŎǳƭ ǇŜ ŎŀǊŜ ƞƭ 

ǊŜǇǊŜȊƛƴǘŇ ǇŜƴǘǊǳ ǳǘƛƭƛȊŀǘƻǊƛƛ Řƛƴ wƻƳŃƴƛŀ Φ 

Oƴ ǇǊƛƳǳƭ ǊŃƴŘΣ ǎǳǊǎŀ ŀŎŜǎǘŜƛ ŀǊƘƛǾŜ ŜȄǘǊŜƳ ŘŜ ƳŀǊŜΣ ŜǎǘŜ ƞƴŎŀ ǳƴŀ ƴŜŎǳƴƻǎŎǳǘŇΦ !ŎŜŀǎǘŀ ŀ Ŧƻǎǘ ǇƻǎǘŀǘŇ ǇŜƴǘǊǳ ǇǊƛƳŀ ŘŀǘŇ 

ǇŜ ǳƴ ŦƻǊǳƳ Řƛƴ ǎǘǊŀƛƴŀǘŀǘŜ όwŀƛŘCƻǊǳƳύΣ ŦƻǊǳƳ Ŏǳ ǳƴ ƛǎǘƻǊƛŎ ōƻƎŀǘ ƞƴ ŀŎŜǎǘ ŘƻƳŜƴƛǳΦ !ǊƘƛǾŜƭŜ ǎǳƴǘ ǇƻǎǘŀǘŜ ŘŜ Ƴŀƛ ƳǳƭǘŜ 

ƻǊƛΣ  ǳƴŜƭŜ ΣΣǊŀǿέόŘŀǘŜ ƴŜǇǊŜƭǳŎǊŀǘŜύΣ ŀƭǘŜƭŜ ŎƘƛŀǊ ŦƛƭǘǊŀǘŜ Ǔƛ ǊŜ-ƻǊƎŀƴƛȊŀǘŜ ŘŜ ŘƛŦŜǊƛǚƛ ƻŀƳŜƴƛΣ ŀƭǘŜƭŜ ǎǳƴǘ ŀǊƘƛǾŀǘŜ Ŏǳ ŘƛŦŜǊƛǚƛ 

algoritmi pentru a optimiza dimensiunea acestora. 

 

 

9ǎǘŜ ŎŜƭ Ƴŀƛ ƳŀǊŜ ƭŜŀƪ ǇǳōƭƛŎ ŘŜ ǇŃƴŇ ŀŎǳƳΣ Řƛƴ ƭǳƳŜΗ 

 

 

!ǓŀŘŀǊΣ ǇƻǎƛōƛƭƛǘŇǚƛƭŜ ǎǳƴǘ ƳǳƭǘƛǇƭŜΦ tŜ wŜŘŘƛǘ Ƴŀƛ Ƴǳƭǚƛ ǳǘƛƭƛȊŀǘƻǊƛ ŀǳ ŘƛŦŜǊƛǘŜ ƛǇƻǘŜȊŜΥ ŀǊƘƛǾŀ ŀ Ŧƻǎǘ ƭƛŎƛǘŀǘŇ ǇŜ ǳƴ ǎƛǘŜΣ ŀǇƻƛ 

ǾŃƴŘǳǘŇ ŘŜ ƭŀ ǇŜǊǎƻŀƴŜ ƭŀ ǇŜǊǎƻŀƴŜ ǇŃƴŇ ŎŃƴŘ Ǔƛ-ŀ ǇƛŜǊŘǳǘ ǾŀƭƻŀǊŜŀ Ǔƛ ŀ Ŧƻǎǘ ǇǳōƭƛŎŀǘŇ ǇŜ ƛƴǘŜǊƴŜǘ for freeΤ ƻ ŀƭǘŇ ǾŜǊǎƛǳƴŜ 

ǎǇǳƴŜ ŎŇ ŀǊƘƛǾŀ ŀǊ Ŧƛ Ŧƻǎǘ ƎŀǎƛǘŇ Řƛƴ ǇǳǊŇ ŎƻƛƴŎƛŘŜƴǚŇΤ ƛŀǊ ŎŜŀ Ƴŀƛ ΣΣǾƻǘŀǘŇέ ƻǇǚƛǳƴŜ ŜǎǘŜ ŎŜŀ ŎŀǊŜ ƛƳǇƭƛŎŇ ƻ ƎǊǳǇŀǊŜ ŦƻŀǊǘŜ 

mare, cu resurse de nivelul unui actor statal, provenind din partea est-ŜǳǊƻǇŜŀƴŇΦ 

 

!Ƴ ƛƴŎŜǇǳǘ ŀƴŀƭƛȊŀ ǎƛ ŀƳ Ŧƻǎǘ ǳƛƳƛǚƛΦ tǊƛƻǊƛǘŀǘŜŀ ƴƻŀǎǘǊŇ ǎǳƴǘ ƛƴǎƛǘǳǚƛƛƭŜ Řƛƴ wƻƳŀƴƛŀΣ ŎŜǘŀǚŜƴƛƛ ǊƻƳŀƴƛ Ǔƛ ǘƻǘ ŎŜ ǚƛƴŜ ŘŜ 

wƻƳŃƴƛŀΦ 
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4.Collection#1 

Conǚinutul 

wŜǇǊŜȊƛƴǘŇ ƞn sine un leak separat fata de Antipublic #2 - #5 , Collection#1 ŀǊŜ ŀǇǊƻȄ осD. ŀǊƘƛǾŀǘ Ǔƛ ŎƻƴǚƛƴŜ milioane de 

conturi sau combo-uri. 

AdicŇ 2,692,818,238 de rŃnduri ƞn total. 

El este ŀƭŎŇǘǳƛǘ Řƛƴ ǇǳƴŜǊŜŀ ƭŀƻƭŀƭǘŇ ŀ ŎŃǘƻǊǾŀ ŀƭǘŜ Ƴƛƛ ŘŜ ƭŜŀƪ-ǳǊƛΣ ōǊŜǓŜ Ǔƛ ŘŀǘŜΦ 

Oƴ ǘƻǘŀƭ ǎǳƴǘ 1,160,253,228 ŘŜ ŎƻƳōƛƴŀǚƛƛ ǳƴƛŎŜ ŘŜ ƳŀƛƭǳǊƛ Ǔƛ ǇŀǊƻƭŜ ǎŀǳ ŀƭǘŜ ŘŀǘŜ Ŏǳ ŎŀǊŀŎǘŜǊ ǇŜǊǎƻƴŀƭΦ   

12,000 ŘŜ ŦƛǓƛŜǊŜ ƞn total. 

CƻƭŘŜǊǳƭ ŎƻƴǚƛƴŜ 32 de arhive care dezarhivate ating dimensiunea de 110GB. 

 

Pentru a putea clasifica mai bine datele, le-ŀƳ ƞƳǇŀǊǚƛǘ ǇŜ ŘƻƳŜƴƛƛ ǊŜƭŜǾŀƴǘŜ Ǔƛ ŀƳ ƻōǚƛƴǳǘ ŀǎǘŀΥ 

 

(dimensiunile sunt cele arhivate) 
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[ǳŎǊǳǊƛƭŜ ƞƴŎŜǇ ǎŇ ŘŜǾƛƴŀ ƛƴǘŜǊŜǎŀƴǘŜΦ tǳǘŜƳ ƻōǎŜǊǾŀ ŎŇ ŎŜƭŜ Ƴŀƛ ƳǳƭǘŜ ŘŀǘŜ ǎǳƴǘ Dump-ǳǊƛΣ ŀŘƛŎŇ ōŀȊŜ ŘŜ ŘŀǘŜ 

neprelucrate, ƞn format brut (SQL) direct extrase din website-ǳǊƛ ŎƻƳǇǊƻƳƛǎŜΣ ŎƻƴǘǳǊƛ Ǔƛ ŘŀǘŜ ŘŜ Gaming Ǔi conturi EU, 

ŀŘƛŎŇ ƳŀƛƭǳǊƛ Ǔƛ ǇŀǊƻƭŜ ŀƭŜ ŎŜǘŀǚŜƴƛƭƻǊΣ ǇŀǊƭŀƳŜƴǘŀǊƛƭƻǊΣ ŦǳƴŎǚƛƻƴŀǊƛƭƻǊ ǇǳōƭƛŎƛ europeni. 

 

Fiecare ŀǊƘƛǾŇκŦƻƭŘŜǊ: ŎƻƴǚƛƴŜ ŦƛǓƛŜǊŜ ƴǳƳŜǊƻǘŀǘŜ ŘŜ ƭŀ лΣ ŀǳ ŜȄǘŜƴǎƛŀ ΦǘȄǘ Ǔƛ ŘƛƳŜƴǎƛǳƴŜŀ ŦƛŜŎŇǊuia este de 3.09 MB. Cel mai 

ǇǊƻōŀōƛƭ ŜƭŜ ŀǳ Ŧƻǎǘ ƞƳǇŇǊǚƛǘŜ ŀǎǘŦŜƭ ǇŜƴǘǊǳ ŀ ǎŜ ŎŀǳǘŇ Ƴŀƛ ǳǓƻǊ ǇǊƛƴǘǊŜ ŜƭŜΣ ƛŀǊ ŘƛƳŜƴǎƛǳƴŜŀ ŀ Ŧƻǎǘ ǎŜǘŀǘŇ ƭŀ о a. ǇŜƴǘǊǳ ŀ 

putea deschidŜ ŦƛŜŎŀǊŜ ŦƛǓƛŜǊ ƞƴ ǇŀǊǘŜ Ŏǳ ƻǊƛŎŜ ŦŜƭ ŘŜ ŜŘƛǘƻǊ de text. 

 

 

Fiecare fiǓier are fix 100.000 de linii, adicŇ 100.000 de combo-uri. 

 

5ƛƴ ƛƴŦƻǊƳŀǚƛƛƭŜ ǇŜ ŎŀǊŜ ƭŜ-am extras din meta-ǳǊƛƭŜ ŀŎŜǎǘƻǊ ŦƛǓƛŜǊŜΣ ŎǊŜŘŜƳ ŎŇ ŀǊƘƛǾŜƭŜ ŀǳ Ŧƻǎǘ ŎǊŜŀǘŜ Ǔƛ ŘŀǘŜƭŜ ŀǳ Ŧƻǎǘ 

rŜǎǘǊǳŎǘǳǊŀǘŜκǊŜŀǊŀƴƧŀǘŜ ƞƴ ŀŎŜǎǘ ŦƻǊƳŀǘ ƭŀ ƧǳƳŇǘŀǘŜŀ ƭǳƴƛƛ ƛŀƴǳŀǊƛŜ нлмфΣ ŎŃƴŘ ŀǳ ŀǇŇǊǳǘ ƞƴ ǎǇŀǚƛǳƭ ǇǳōƭƛŎΦ !ŎŜǎǘ ƭǳŎǊǳ ŜǎǘŜ 

Ǉƻǎƛōƛƭ ǎŇ Ŧƛƛ Ŧƻǎǘ ǊŜŀƭƛȊŀǘ ŘŜ ŎŇǘǊŜ ǳƴ ǳǘƛƭƛȊŀǘƻǊ ŀƭ ŦƻǊǳƳǳƭǳƛ ǳƴŘŜ ŀǳ Ŧƻǎǘ ƎŇǎƛǘŜΣ ǇŜƴǘǊǳ ŀ ǳǓǳǊŀ ŎŇǳǘŀǊŜŀ ǇǊƛƴ ŜƭŜ ŘŜ ŎŇǘre 

ceiƭŀƭǚƛ ǳǘƛƭƛȊŀǘƻǊƛΦ 
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DUMP-uri si COMBO-uri 

¢ǊŜōǳƛŜ ǇǊŜŎƛȊŀǘ ŘŜ ǇŜ ŀŎǳƳ ŦŀǇǘǳƭ ŎŇ ǘƻŀǘŜ ŀǊƘƛǾŜƭŜ Ŏƻƴǚƛƴ ŘƻǳŇ ǘƛǇǳǊƛ ŘŜ ŘŀǘŜΥ 

1) DUMPS Ґ ŦƛǓƛŜǊŜ ŦƻǊƳŀǘ {v[ Ŏǳ ǘƻŀǘŜ ƛƴŦƻǊƳŀǚƛƛƭŜ Ǔi structura bazei de date de pe un anumit site 

2) COMBOS Ґ ŘŀǘŜ ƞƴ ǇƭŀƛƴǘŜȄǘ όǘŜȄǘ ǎƛƳǇƭǳΣ ƭƛȊƛōƛƭΣ ŦƻǊƳŀǘ ŎƭŀǊΣ ŦŇǊŀ ŎǊƛǇǘŀǊŜύ ŎŜ ǊŜǇǊŜȊƛƴǘŇ ŎƻƴǘǳǊƛΣ ŦƻǊƳŀǘǳƭ ŜǎǘŜ 

mail:parola 

In cazul nostru, formatul este unul CSV adica camp1;camp2. 

 

9Ȅƛǎǘŀ ƞƴǎŇ Ƴŀƛ ƳǳƭǘŜ ǘƛǇǳǊƛ ŘŜ ŦƻǊƳŀǘ ŀŘƻǇǘŀǘŜΣ ƞƴ ŘƛŦŜǊƛǘŜ ŦƛǓƛŜǊŜΦ 9ǎǘŜ ǳƴ ƘŀƻǎΦ 

Oƴ ǘƻǘŀƭ ŀƳ ƎŇǎƛǘ 772,904,991  de adrese de e-mail unice si 21,222,975  ŘŜ ǇŀǊƻƭŜ ǳƴƛŎŜ όŀŘƛŎŇ ƭŜ-ŀƳ ƴǳƳŇǊŀǘ ƻ ǎƛƴƎǳǊŇ 

ŘŀǘŇΣ ŎƘƛŀǊ ŘŀŎŇ ŜƭŜ ŀǇŇǊŜŀǳ ǇŜƴǘǊǳ Ƴŀƛ ƳǳƭǘŜ ŎƻƴǘǳǊƛύΦ 

!ƴŀƭƛȊŃƴŘ natura datelor, avem un procent semnificativ reprezentat prin combo-ǳǊƛΣ ŦŇǊŇ ǎŇ ǓǘƛƳ ǎǳǊǎŀ ƭƻǊ Ǔƛ ŘƻŀǊ ǳƴ 

ǇǊƻŎŜƴǘ ŘŜ мнΦт҈ ŘŜ ŘŀǘŜ ŘŜ ǘƛǇ 5¦atΣ ŘŜǎǇǊŜ ŎŀǊŜ ǇǳǘŜƳ ŀŦƭŇ ŘŜ ǳƴŘŜ ǇǊƻǾƛƴΦ
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DUMP-uri 

!ƴŀƭƛȊŃƴŘ ŦƻƭŘŜǊŜƭŜ Ŏǳ ŘǳƳǇ-ǳǊƛΣ ǊŜƎŇǎƛƳ ǎǳǘŜ ŘŜ ŦƻǊǳƳǳǊƛ ŘŜ ƎŀƳƛƴƎ Ǔƛ jocuri. 

 

Din RomŃnia figureazŇ doar urmŇtoarele site-uri: 

- Intergame.ro 

- Experimental.ro 

- Vacantesicalatorii.ro 

- Secpral.ro 

- Legisplus.ro 

- Ktd.ro 

- Experts.ro 

- Irecson.ro 

- Sferajuridica.ro 

- Macheteshop.ro 

- Ase.ro 

- Biocom-international.ro 

- Kgb-hosting.ro 

 

- Propack-romania.ro 

- Meteopress.ro 

- Mobotix.ro 

- Transindex.ro 

- Jobstore.ro 

- Jobee.ro 

- Granturi.ro 

- Rnt.ro 

- Cartestraina.ro 

- Linkweb.ro 

- Psihologieonline.ro 

- My-press.ro 

 

Oƴ ǘƻǘŀƭΣ ŘƻŀǊ Řƛƴ ŀŎŜǎǘŜŀ ǊŜƎŇǎƛƳ 410.933 conturi compromise ale utilizatorilor din Romania ce provin din website-uri 

ǊƻƳŃƴŜǎǘƛΦ 

Oƴ ǘƻǘŀƭΣ ŀǾŜƳ 2.316.011 conturi unice din Romania, distribuite astfel: 
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Recapitulare  

Avem 1,160,253,228,  Řƛƴ ŎŀǊŜ ǊƻƳŃƴŜǓǘƛ ǎǳƴǘ ŘƻŀǊ 0,2%Σ ŀŘƛŎŇ 2,316,011. Dintre acestea 68.1% au origini 

necunoscute, 18.1% provin din baze de date ale unor site-ǳǊƛ ǊƻƳŃƴŜǓǘƛ ŎƻƳǇǊƻƳƛǎŜ (25 de site-uri) si 13.8% din baze de 

date ale unor site-ǳǊƛ Řƛƴ ŀŦŀǊŀ wƻƳŃƴƛŜƛΦ 

 

¦ƴ ƭǳŎǊǳ ŘŜƳƴ ŘŜ ƳŜƴǚƛƻƴŀǘ ŜǎǘŜ ŦŀǇǘǳƭ ŎŇ ƞƴ ǘƻŀǘŇ ΣΣŎƻƭŜŎǚƛŀέ ǊŜƎŇǎƛƳ ƞƴǘǊ-un procent foarte ridicat descrieri, nume de 
ŦƛǓƛŜǊŜΣ ŜȄǇƭƛŎŀǚƛƛ ǎƛ ƛƴǎǘǊǳŎǚƛǳƴƛΣ ǘƻŀǘŜ ƞƴ ƭƛƳōŀ rǳǎŇ. 

tǳǘŜƳ ǎǇǳƴŜ ŎŇ ǎŜ ŎƻƴŦƛǊƳŇ ƛǇƻǘŜȊŀ Ƴŀƛ ƳǳƭǘƻǊ ǳǘƛƭƛȊŀǘƻǊƛ wŜŘŘƛǘ ŘŜ ƭŀ ƞƴŎŜǇǳǘ ǊŜŦŜǊƛǘƻŀǊŜ ƭŀ ǇǊƻǾŜƴƛŜƴǚŇ ŀǘŀŎǳǊƛƭƻǊΦ 

 
ContinuŃƴŘ ŀƴŀƭƛȊŀ ŘŀǘŜƭƻǊ ŀƳ ƞƴŎŜǇǳǘ ǎŇ ƛƴǾŜǎǘƛƎŇƳ ŦƛŜŎŀǊŜ ŦƛǓƛŜǊ ƞƴ ǇŀǊǘŜ Ǔƛ ǎŇ ƭŜ ŎƭŀǎƛŦƛŎŇƳ ƞƴ ŦǳƴŎǚƛŜ ŘŜ ŘƻƳŜƴƛƛƭŜ 
mailurilor. 

 

 
Yahoo - 31%   Gmail - 42%  Mail.ru + rusia 18% Altele 9% 

 

 
 

 

CŀǇǘǳƭ ŎŇ ŘŀǘŜƭŜ ǎǳƴǘ ƞƳǇŇǊǚƛǘŜ ǇŜ 9¦Σ {¦!Σ w¦ Ǔƛ ŘŜƴǳƳƛǊƛƭŜ ŦƛǓƛŜǊŜƭƻǊ Ƴŀƛ ǎǳǎ ƳŜƴǚƛƻƴŀǘŜ ƴŜ ƛƴŘƛŎŇ ŦŀǇǘǳƭ ŎŇ ŘŜǓƛ ŀǘŀŎǳǊƛƭŜ 
ŀǳ Ŧƻǎǘ ŘƛƴǎǇǊŜ Ȋƻƴŀ ŜǎǘƛŎŇΣ ƴǳ ǘƻŀǘŜ ŀǳ Ŧƻǎǘ ǚƛƴǘƛǘŜ ŀǎǳǇǊŀ ¦9 Ǔƛ {¦!Σ ŘŀǊ Ǔƛ ǎǇǊŜ wǳǎƛŀΦ 
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!Ƴ ƞƴŎŜǇǳǘ Ƴŀƛ ŘŜǇŀǊǘŜ ƻ ŀƴŀƭƛȊŇ ŀƳŇƴǳƴǚƛǘŇ Ǔƛ ŀƳ ŦƛƭǘǊŀǘ ǘƻŀǘŜ ƳŀƛƭǳǊƛƭŜ ŎŜ ŀǇŀǊǚƛƴ ƛƴǎǘƛǘǳǚƛƛƭƻǊ ǇǳōƭƛŎŜ Ǔƛ ŀ ŦǳƴŎǚƛƻƴŀǊƛƭƻǊ 
publici din RomŃnia. 

 

!ŎŜǎǘŜŀ ǎǳƴǘ ƞƴ ǘƻǘŀƭ 3,334 de conturi de e-mail Ǔi ǇŀǊƻƭŜƭŜ ŀŦŜǊŜƴǘŜ ŀŎŜǎǘƻǊŀ ǎǘƻŎŀǘŜ ƞƴ ŎƭŀǊ-text.  
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5.Collection#2 

/ƻƴǚƛƴǳǘǳƭ  

/ƻƭŜŎǚƛŀ ŀ Řƻǳŀ ŎƻƴǚƛƴŜ ǳƴ ƴǳƳŀǊ ŘŜ он ŘŜ ŦƻƭŘŜǊŜΣ ŎŀǊŜ ŀǊƘƛǾŀǘŜ ŀǳ ŘƛƳŜƴǎƛǳƴŜŀ ŘŜ 206GB  si dezarhivate 370GB (11,969 

ŦƛǎƛŜǊŜύΦ !ŎŜǎǘŜŀ ǎǳƴǘ ƞƳǇŇǊǚƛǘŜ ƞƴ ŦǳƴŎǚƛŜ ŘŜ ǊŜƭŜǾŀƴǚŇ ŘŀǘŜƭƻǊΣ ŜȄŀŎǘ Ŏŀ ƞƴ ǇǊƛƳŀ /ƻƭŜŎǘƛŜ όІмύΦ 

 

 

 

hōǎŜǊǾŇƳ Ƴŀƛ ŘŜǇŀǊǘŜ ŎŇ ŎŜƭŜ Ƴŀƛ mari date sunt combo-ǳǊƛƭŜ όƴƻǘŀǘŜ Ŏǳ hǘƘŜǊǎ ƞƴ ƎǊŀŦƛŎύ Ǔƛ ŎƻƴǘǳǊƛƭŜ ŘŜ Europa. 
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Website-ǳǊƛƭŜ Řƛƴ wƻƳŃƴƛŀ ŎŜ ŀǇŀǊ ƞƴ ŘǳƳǇ-uri sunt urmatoarele: (ŎƛŦǊŀ Řƛƴ ŘǊŜŀǇǘŀ ǊŜǇǊŜȊƛƴǘŇ ƴǳƳŀǊǳƭ ŘŜ ŎƻƴǘǳǊƛ ŀŦŜŎǘŀǘŜ) 

 

alimente-geriatrice.ro 586 

transindex.ro 1575 

vacantesicalatorii.ro 27780 

secpral.ro 18281 

psihologieonline.ro 5505 

my-press.ro 3777 

legisplus.ro 3554 

ktd.ro 5798 

experts.ro 177192 

irecson.ro 531 

 

 

macheteshop.ro 4212 

propack-romania.ro 9664 

meteorpress.ro 1645 

ase.ro 4198 

mobotix.ro 3204 

kgb-hosting.ro 218 

jobee.ro 2129 

jobstore.ro 4623 

garnituri.ro 11220 

 

 

ktd.ro 5798 

cartestraina.ro 22810 

biocom-international.ro 21482 

linkweb.ro 55982 

integrame.ro 31232 

experimental.ro 23713 

sferajuridica.ro 1264 

legisplus.ro 3554 

rnt.ro 14991 

 

 

Oƴ ǘƻǘŀƭΣ  466,518 de conturi ce provin din site-uri (dump-ǳǊƛύ ǊƻƳŃƴŜǓǘƛΦ 

Ceea ce ne-ŀ ŀǘǊŀǎ ŀǘŜƴǚƛŀ ŘǳǇŇ ŎŜ ŀƳ ƎŇǎƛǘ ŀŎŜǎǘŜ ǎƛǘŜ-uri ǊƻƳŃƴŜǓǘƛ ŀŦŜŎǘŀǘŜΣ ŀ Ŧƻǎǘ ǳƴ ŦƛǓƛŜǊ ƛƴǘƛǘǳƭŀǘ ΣΣwhΦǘȄǘέ 

 

 

 

!ŎŜǎǘŀ ŎƻƴǚƛƴŜ ƴǳ Ƴŀƛ Ƴǳƭǘ Ǔƛ ƴƛŎƛ Ƴŀƛ Ǉǳǚƛƴ de 55,263 conturi, de la diferite firme Ǔƛ ƛƴǎǘƛǘǳǚƛƛ ŎƘŜƛŜΣ ǘƻŀǘŜ Řƛƴ wƻƳŃƴƛŀΦ  

Blueair.ro 
Transelectrica.ro 

Catmusic.ro 
Tvr.ro 

Rds-rcs.ro 
Romtelecom.ro 

Milenniumbank.ro 
Provident.ro 

Posta-romana.ro 
Tarom.ro 

Mfinante.ro 
Ase.ro 

 

Urgent-curier.ro 
Unicredit.ro 

Bcr.ro 
Bancpost.ro 

 

Oƴ ŦƻƭŘŜǊ ŀǇŀǊ Ƴŀƛ ƳǳƭǘŜ ǚŇǊƛΥ t[Σ whΣ w¦Σ ¦!Σ ¦YΣ ¦{!Σ ½!.Φ 

 

LŀǊ ǇŜ ƭŃƴƎŇ ŀŎŜǎǘŜŀΣ Ƴŀƛ ŀǾŜƳ Řƛƴ ŦƛǓƛŜǊŜƭŜ ŘŜ ŎƻƳōƻ-uri, un numar de 275,991 ŎƻƴǘǳǊƛ Řƛƴ wƻƳŃƴƛŀ ŎŜ ŦƛƎǳǊŜŀȊŇ ƞƴ 

ŀŎŜŀǎǘŇ ŎƻƭŜŎǚƛŜΦ 

 

http://alimente-geriatrice.ro/
http://transindex.ro/
http://vacantesicalatorii.ro/
http://secpral.ro/
http://psihologieonline.ro/
http://my-press.ro/
http://legisplus.ro/
http://ktd.ro/
http://experts.ro/
http://irecson.ro/
http://macheteshop.ro/
http://propack-romania.ro/
http://meteorpress.ro/
http://ase.ro/
http://mobotix.ro/
http://kgb-hosting.ro/
http://jobee.ro/
http://jobstore.ro/
http://garnituri.ro/
http://ktd.ro/
http://cartestraina.ro/
http://biocom-international.ro/
http://linkweb.ro/
http://integrame.ro/
http://experimental.ro/
http://sferajuridica.ro/
http://legisplus.ro/
http://rnt.ro/


 

13 
 

 

Sursa datelor 

/ƻƳǇŀǊŃƴŘ ǎǳǊǎŀ ƭƻǊΣ ŘǳƳǇ-uri vs. combo-ǳǊƛΣ ƻōǎŜǊǾŇƳ ƞƴ ŎƻƴǘƛƴǳŀǊŜ ς ǎƛƳƛƭŀǊ Ŏǳ /ƻƭŜŎǚƛŀ Ім ς ŦŀǇǘǳƭ ŎŇ Ƴŀjoritatea 

conturilor compromise nu sunt din site-ǳǊƛƭŜ wƻƳŃƴŜǓǘƛ ŀŦŜŎǘŀǘŜΣ Ŏƛ Řƛƴ ƭƛǎǘŜ ƞƴ ŎŀǊŜ ǎǳƴǘ ǇǳǎŜ ƭŀƻƭŀƭǘŇ Ŏǳ ƳǳƭǘŜ ŀƭǘŜ ŎƻƴǘǳǊƛ 

Řƛƴ ŀƭǘŜ ǚŇǊƛ ǇǊƻǾŜƴƛǘŜ ŎŜƭ Ƴŀƛ ǇǊƻōŀōƛƭ Řƛƴ ōǊŜǓŜ Ƴŀƛ ǾŜŎƘƛ όнллу-2017).  

 

 

 

!ǓŀŘŀǊΣ ƞƴ /ƻƭƭŜŎǘƛƻƴІн ŀǾŜƳ ǳƴ ǘƻǘŀƭ ŘŜ 

797,772 ŎƻƴǘǳǊƛ Řƛƴ wƻƳŃƴƛŀΦ 
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6.Collection#3 

/ƻƴǚƛƴǳǘǳƭ  

/ƻƭŜŎǚƛŀ ŀ ǘǊŜƛŀ ŎƻƴǚƛƴŜ ǳƴ ƴǳƳŇǊ ŘŜ 12 de foldere, care arhivate au dimensiunea de 15,9GB  Ǔƛ ŘŜȊŀǊƘƛǾŀǘŜ 44,7GB (2,096 

ŦƛǎƛŜǊŜύΦ !ŎŜŀǎǘŀ ŜǎǘŜ ŎŜŀ Ƴŀƛ ƳƛŎŇ ŎƻƭŜŎǚƛŜ Ǔƛ ƴǳ ŎƻƴǚƛƴŜ ŘŀǘŜ ŦƻŀǊǘŜ ǊŜƭŜǾŀƴǘŜ ǇŜƴǘǊǳ wƻƳŃƴƛŀΦ 

 

/ƻƭŜŎǚƛŀ ŎƻƴǚƛƴŜ ƞƴ ƳŀǊŜ ǇŀǊǘŜ ŎŃǘŜǾŀ ƭŜŀƪ-

uri mai vechi:  

 AbuseWithUs  

  LinkedIn 

 CheckYou 

 Fling 

 Last.Fm 

 Vk.com 

 000webhost.com 

 + altele 

 

 

 

 

Soft-uri incluse 

/Ŝƭ Ƴŀƛ ƛƴǘŜǊŜǎŀƴǘ ƭǳŎǊǳ Řƛƴ ŀǊƘƛǾŀ ŀŎŜŀǎǘŀΣ ƻōǎŜǊǾŀǘ ƭŀ ǇǊƛƳŀ ǾŜŘŜǊŜΣ ŜǎǘŜ ŦŀǇǘǳƭ ŎŇ ǎǳƴǘ ƛƴŎƭǳǎŜ ŘƻǳŇ ǇǊƻƎǊŀƳŜ ǎƻŦǘǿŀǊŜ 

de tip ς account checkers ς ǇǊƻƎǊŀƳŜ ƞƴ ŎŀǊŜ ƘŀŎƪŜǊƛƛ ƛƴǘǊƻŘǳŎ combo-list-uri (e-ƳŀƛƭǳǊƛ Ǔƛ ǇŀǊƻƭŜ ƞƴ ŦƻǊƳŀǘ ΦǘȄǘύΣ ƛar 

ŀŎŜǎǘŜŀ ǘŜǎǘŜŀȊŇ ǇŜ ŘƛŦŜǊƛǘŜ ǎƛǘŜ-uri conturile respective. 
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Exemplificare 

{ǇǊŜ ŜȄŜƳǇƭǳΣ Ŝƛ ŦŀŎ Ǌƻǎǘ ŘŜ ƻ ōŀȊŇ ŘŜ ŘŀǘŜ ŎŜ ŎƻƴǚƛƴŜ ŎƻƴǘǳǊƛ ŘŜ ŦŀŎŜōƻƻƪ ǎƛ ǘŜǎǘŜŀȊŇ ǊŜǎǇŜŎǘƛǾŀ ōŀȊŇ ŘŜ ŘŀǘŜ Ŏǳ ŀƧǳǘƻǊǳƭ 

ǳƴǳƛ ŎƘŜŎƪŜǊ ǇŜ ǊŜǎǘǳƭ ǊŜǚŜƭŜƭƻǊ sociale, site-urilor bancare, paypal etc. 

Oƴ ŎŀȊǳǊƛƭŜ ŘŜ Ƴŀƛ ǎǳǎΣ ǳƴǳƭ ŘƛƴǘǊŜ ŜƭŜ ŜǎǘŜ ǇŜƴǘǊǳ ǇƭŀǘŦƻǊƳŜ ǎƻŎƛŀƭŜΣ ƛŀǊ ŀƭ ŘƻƛƭŜŀ ǇŜƴǘǊǳ ǳƴ ǎƛǘŜ ŘŜ .ƛǘŎƻƛƴ ǘǊŀŘƛƴƎΦ 

 

¢ƻŎƳŀƛ ŘŜ ŀŎŜŜŀ ŜǎǘŜ ǊŜŎƻƳŀƴŘŀǘ ǎŇ Ŧƻƭƻǎƛǚƛ ǇŀǊƻƭŜ ŘƛŦŜǊƛǘŜ ǇŜƴǘǊǳ ǘƻŀǘŜ ŀǇƭƛŎŀǚƛƛƭŜΦ 

 

Website-ǳǊƛ ǊƻƳŃƴŜǓǘƛ ŎƻƳǇǊƻƳƛǎŜ ƞƴ ŀŎŜŀǎǘŇ ŀǊƘƛǾŇ ǎǳƴǘ 
doar 3: 

 Propack-romania.ro  (14,334) 

 Caro.ro  (22,437) 

 Anuntulmagic.ro (139,011) 

 

 
On total dump-urile contin 175,782 de conturi din 
RomŃnia, la acestea adaugŇm ƞncŇ 289,132 conturi gŇsite 
de noi ƞn restul de Combo-uri. 

 

 

!ǓŀŘŀǊΣ ƞƴ ǘƻǘŀƭΣ ƞƴ /ƻƭƭŜŎǘƛƻƴІо ŀǾŜƳ ǳƴ ƴǳƳŇǊ de 464,914 ŎƻƴǘǳǊƛ Řƛƴ wƻƳŃƴƛŀΦ 
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7.Collection#4 

/ƻƴǚƛƴǳǘǳƭ  

/ƻƭŜŎǚƛŀ ŀ ǇŀǘǊŀ ŎƻƴǚƛƴŜ ǳƴ ƴǳƳŀǊ ŘŜ 12 de foldere, care arhivate au dimensiunea de 76,4GB  Ǔƛ ŘŜȊŀǊƘƛǾŀǘŜ 178GB 

όофΣфот ŦƛǓƛŜǊŜύΦ !ŎŜŀǎǘŀ ƴǳ ŎƻƴǚƛƴŜ ŘŀǘŜ ŦƻŀǊǘŜ ǊŜƭŜǾŀƴǘŜ ǇŜƴǘǊǳ wƻƳŃƴƛŀΦ 

 

5ƛƴ ŎŃǘŜ ǇǳǘŜƳ ƻōǎŜǊǾŀΣ ŀŎŜŀǎǘŇ 

ŎƻƭŜŎǚƛŜ ŎƻƴǚƛƴŜ ƞƴ ƳŀǊŜ ǇŀǊǘŜ /ƻƳōƻ-

uri de Europa, Rusia, Bitcoin, Jocurƛ Ǔƛ 

SUA. 

 

/Ŝƭ Ƴŀƛ ƛƳǇƻǊǘŀƴǘ ŦƛǓƛŜǊ Řƛƴ ǘƻŀǘŇ 

ŎƻƭŜŎǚƛŀ ƞƭ ǊŜǇǊŜȊƛƴǘŇ ŦƻƭŘŜǊǳƭ 

,,WALLMARTέ ƞƴ ŎŀǊŜ ǎǳƴǘ ŀǇǊƻȄƛƳŀǘƛǾ 

~25GB ŘŜ ŘŀǘŜ ǇŜǊǎƻƴŀƭŜ ŀ ŎƭƛŜƴǚƛƭƻǊ 

ƭŀƴǚǳƭǳƛ ŘŜ ƳŀƎŀȊƛƴŜ Ŏǳ ŀŎŜƭŀǓƛ ƴǳƳŜΦ 

 

5ƛƴ wƻƳŃƴƛŀΣ ŦƛƎǳǊŜŀȊŇ ŘƻŀǊ 260,114 conturi. Acestea nu sunt foarte relevante deoarce echipa noastra a analizat o 

ǇŀǊǘŜ ŘƛƴǘǊŜ ŀŎŜǎǘŜ ŘŀǘŜ Ǔƛ ŀƳ Ŏƻƴǎǘŀǘŀǘ ŎŇ ŜƭŜ ŀǳ Ŧƻǎǘ ŎƻƭŜŎǘŀǘŜ ƞƴǘǊŜ ŀƴƛƛ 2011-2015, iar leak-urile din care fac parte 

aceste date sunt leak-uri deja raportate. 

!ǓŀŘŀǊΣ ǘƻŀǘŜ ǇŀǊƻƭŜƭŜ ǎǳƴǘ ŘŜƧŀ ǎŎƘƛƳōŀǘŜ ŘŜ ŎŇǘǊŜ ǳǘƛƭƛȊŀǘƻǊƛƛ ǊŜǎǇŜŎǘƛǾƛ όǎŀǳ ŎŜƭ Ǉǳǚƛƴ ŀǊ ǘǊŜōǳƛ ǎŇ ŦƛŜύ. 

 

/ŜƭŜ Ƴŀƛ ŀŦŜŎǘŀǘŜ ŘƻƳŜƴƛƛ Řƛƴ wƻƳŃƴƛŀ ŎŜ ŦƛƎǳǊŜŀȊŇ ƞƴ ŀŎŜŀǎǘŇ ŎƻƭŜŎǚƛŜ ǎǳƴǘΥ 

 Upc.ro 

 Yahoo.ro 

 K.ro 

 Brd.ro 

 Rdslink.ro 

 Atestatehtml.ro 

 

 Gov.ro 

 Bnr.ro 

 Insse.ro 

 Pub.ro 

 Mfinante.ro 

 

 

wŜŎƻƳŀƴŘŇƳ ǘƻǘǳǓƛ ǎŇ ǾŇ ǾŜǊƛŦƛŎŀǚƛ Ŝ-ƳŀƛƭǳǊƛƭŜ ƞƴ ǎŜŎǚƛǳƴŜŀ ŘŜ ǾŜǊƛŦƛŎŀǊŜΥ https://hackout.ro . 

 

https://hackout.ro/
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8.Collection#5 

/ƻƴǚƛƴǳǘǳƭ  

/ƻƭŜŎǚƛŀ ŀ ŎƛƴŎŜŀ ŎƻƴǚƛƴŜ ǳƴ ƴǳƳŇǊ ŘŜ 15 de foldere, care arhivate au dimensiunea de 17,7GB  Ǔƛ ŘŜȊŀǊƘƛǾŀǘŜ 40,5GB 

όмсΣлнс ŦƛǓƛŜǊŜύΦ  

 

ΣΣWtέ ς Japan 

/ƻƭŜŎǚƛŀ ŀ ±-ŀ ŜǎǘŜ ǇǊƛƳŀ Ǔƛ ǎƛƴƎǳǊŀ ŘƛƴǘǊŜ ŎŜƭŜ р ŎƻƭŜŎǚƛƛ ŎŜ ŎƻƴǚƛƴŜ ǳƴ ŦƻƭŘŜǊ ƞƴǘǊŜƎ ŘŜ ŎƻƴǘǳǊƛ Řƛƴ WŀǇƻƴƛŀΦ 
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4 din cele 15 foldere sunt reprezentate de DUMP-uri 

 

 

Website-uri din wƻƳŃƴƛŀ ǇǊŜȊŜƴǘŜ ƞƴ ŀŎŜǎǘŜ ŘǳƳǇ-uri sunt urmatoarele: 

Revizieshop.ro 
Oilshop.ro 
Megapreturi.ro 
Ktd.ro 
Informatiaprahive.ro 
Favisan.ro 
 

Deviz.ro 
Barcacuda.com.ro 
Airosft.ro 
Amfcluj.ro 
Zwcad.ro 
 

Piatadeporumbei.ro 
Mondo-romania.ro 
Mobotix.ro 
Linkweb.ro 
Elth.pub.ro 
 

Jobstore.ro 
Fundatiasnagov.ro 
Compass.ro 
Asociatiabrokerilor.ro 
 

 

Oƴ ǘƻǘŀƭ ŀŎŜǎǘŜŀ ǊŜǇǊŜȊƛƴǘŀ 491,476  de conturi ς doar din dump-ǳǊƛΤ ŀŎŜǎǘƻǊŀ ƭŜ ŀŘŇǳƎŇƳ ƞƴŎŇ 1,002,331  de conturi din 

wƻƳŃƴƛŀ ŎŜ ǎŜ ŀŦƭŇ ƞƴ ǊŜǎǘǳƭ ŘŜ ŦƛǓiere ς combo-uri. 

Oƴ ǘƻǘŀƭΣ ŀŎŜŀǎǘŇ arhivŇ are aproape 1,5 milioane de conturi ǊƻƳŃƴŜǓǘƛΦ 

 

 

 

  


