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Who I am?

Lucrez in domeniul securitatii din 2014

Am descoperit securitatea web si m-am 
"specializat" aici

Am in permanenta o multime de tab-uri deschise 
in browser in speranta ca o sa le vina randul

Hacknet.cafe - under (heavy) construction

Ma gasiti pe:

• https://www.linkedin.com/in/alin-ciocoiu-0274a795/ 

• Twitter: @17Akun

https://www.linkedin.com/in/alin-ciocoiu-0274a795/


AGENDA

• Mindset.Hacker.

• Hacker mindset – ce inseamna sa 
gandesti ca un hacker?

• Ofensiv vs. Defensiv

• Domeniile cybersecurity

• Lessons learned



Mindset

• modul nostru de gândire

• atitudinea

• setul nostru de convingeri

• Ne nastem cu un anume mindset sau il cultivam?



Hacker?

1. Intreaba Google



Hacker

2.  Intreaba chapGPT



Hacker
3.  Intreaba un prieten



Hacker – IT

http://phrack.org/issues/7/3.html - 1986

http://phrack.org/issues/7/3.html


Hacker history – De la...



Pana la...



Hacker mindset

https://auth0.com/blog/the-hacker-mindset/ 

https://auth0.com/blog/the-hacker-mindset/


Hacker 
mindset

• Curiozitate



Hacker mindset

• Creativitate



Hacker mindset

• Respect
• Munca colaborativa este intotdeauna mai buna

• Toata lumea se straduieste



Hacker mindset

• Insistenta
• Exista mai multe cai de a rezolva o problema.

• Actionati etic!



Hacker mindset

• Curiozitate

• Creativitate

• Respect

• Insistenta

• Actionati etic!

• https://auth0.com/blog/the-hacker-mindset/

https://auth0.com/blog/the-hacker-mindset/


Ofensiv vs 
Defensiv

Exista 2 categorii de oameni:
• cei care cred ca sunt 2 categorii de oameni
• ceilalti.



Securitate ofensiva

• Hacker etic
• Consimtamant

• Contract clar

• Limite: durata, sisteme, procedee

• Orice procedeu prin care replicam activitatea atacatorilor

• Rezultatul simularii este trimis catre echipele defensive



Securitate 
defensiva

• Programatori, administratori 
retea, arhitecti IT, manageri 
etc
• Mindset activ de aparare



Securitate defensiva



Domeniile 
cybersecurity

https://www.linkedin.com/pulse/cybe
rsecurity-domain-map-ver-30-henry-
jiang

https://www.linkedin.com/pulse/cybersecurity-domain-map-ver-30-henry-jiang
https://www.linkedin.com/pulse/cybersecurity-domain-map-ver-30-henry-jiang
https://www.linkedin.com/pulse/cybersecurity-domain-map-ver-30-henry-jiang




1. Securitate ofensiva = "Real hackers"

2. Securitate defensiva = Defenders

• Infrastructura IT

• Aplicatii

• Sisteme

3. Managementul Securitatii

• Analiza riscuri

• Conformitatea cu legi/standarde

Analiza



Securitate ofensiva 

• Penetration testing = "Real hackers"

"cea mai buna aparare este atacul" - Mao 
Zedong, George Washington ( si cu siguranta 
multi altii



1. Securitate ofensiva
2. Securitate defensiva
3. Managementul Securitatii
4. Monitorizare si raspuns la 

incidente



Ofensiv + Defensiv + Management 
+ Raspuns la incident

https://youtu.be/opRMrEfAIiI?t=4

2

https://youtu.be/opRMrEfAIiI?t=42
https://youtu.be/opRMrEfAIiI?t=42


Lessons learned

• Hacking mindset presupunea o 
mentalitate a cautari solutiilor 
(indiferent de domeniu)

• Hacking mindset nu se rezuma doar 
la atacatori

• Domeniile cybersecurity se 
intrepatrund

• Avem de unde alege! Exista un 
domeniu potrivit pentru oricine

• Securitatea etica este cea mai buna 
solutie.



Questions

• Thank you



Resurse

• https://tryhackme.com/ - free
• https://www.hackthebox.com/ - free
• https://letsdefend.io/
• https://appsec-labs.com/
• https://academy.tcm-sec.com/
• https://portswigger.net/web-security - 

free
• https://www.youtube.com/channel/UClc

E-kVhqyiHCcjYwcpfj9w
• https://www.youtube.com/@_JohnHam

mond
• https://www.youtube.com/@ippsec
• https://owasp.org/

https://tryhackme.com/
https://www.hackthebox.com/
https://letsdefend.io/
https://appsec-labs.com/
https://academy.tcm-sec.com/
https://portswigger.net/web-security
https://www.youtube.com/channel/UClcE-kVhqyiHCcjYwcpfj9w
https://www.youtube.com/channel/UClcE-kVhqyiHCcjYwcpfj9w
https://www.youtube.com/@_JohnHammond
https://www.youtube.com/@_JohnHammond
https://www.youtube.com/@ippsec
https://owasp.org/
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