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SECURE CODING SPECIALIST

CU CE SE OCUPA SI CUM POTI SA DEVII SI TU UNUL

Bucuresti, 14 octombrie 2023



DESPRE MINE

» Secure Coding Specialist @EDC Bucharest din 2020
» Peste 8 ani de experientd in domeniul IT

» Background de software developer, dar m-am specializat in securitatea

aplicatiilor
» Voluntariat OWASP

» Partener SecurityPatch.ro din 2022

Contact: me@danipitis.net
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DESPRE EDENRED DIGITAL CENTER

» Edenred Digital Center este o sursa de inovatie fehnologica, valoare comerciala si
leadership pentru Edenred si subsidiarele sale din 45 de tari

» Cel mai mare centru digital al Edenred Ia nivel mondial pentru proiecte tehnologice
strategice, constituind 10% din echipa globala de tech a Grupului

» In cadrul EDC Bucuresti, Grupul desfadsoard numeroase programe globale, cum ar fi
solutii Cloud, Stabilitate si Retea pentru domeniile viitorului, precum si dezvoltarea de
software pentru toate cele 3 linii de afacere Edenred - beneficii pentru angajati, flota si
mobilitate si solutii de plata

» Centrul de expertizQin ceea ce priveste principalele prioritati in materie de securitate
cibernetica si conformitate
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ECHIPA DE APPLICATION SECURITY? UNDE ESTE?

ed

Managing Information\Cyber Risk

Organizational Leadership
Board

Organizational & Risk Oversight

Management

Business Model and Vision

Crganizational Risk Appetite

A A

Threat Intelligence

Strategic Threat
Insight/Trends

L

Information Risk Management <

Refresh standards reqularly with changes
to threat environment, technology.,
regulations, business model, and more

Supply Chain Risk ——> |

o Policy & Standards

AN

U Authoring and Approval

Enable Productivity
Protect Mission

~ Posture Management ——
Monitor & Remediate Risk

reic Secure Score. Shoring

[R
E

7

=
=

Tactical Threat
Insight/Trends

Identity
Teams

External Intelligence Sources

——————————

(People, Process, Technology) N o
Risks, 1)
Technical Risk Management
People
& ¢ [ User Education & Awareness Insider Risk
i Y4 b —
Privacy & Apps & Data
; Requirements : .
Compliance B g Dev Education & Awareness App Security Programs
ranslation
Requirements —————————————————————
compliance || s\ Architecture & Infrastructure & Endpoint 75
o Reporting SIT 7 Risk Assessments lnfnstmc;um: §ndp9i'1y\t 1(?e;)llfy Vulnerability
Network Security ecuri 00 Management
Technical Policy Technical Policy | , o7 g3 s SR T L ) i VLA SR S R g o T
Ident Ke!
Monitoring Authoring f Seanry ke Administrator Identity System
" i Key Management Security Security
\. Compliance 7\ Security ./
Management Architecture

Governance (............................................................................................................) Operations

<

)
Risk I
Scenarios :
1
w
n
Incident e
Preparation -
O
©
R f_g
Practice g
Exercises (]
3
"
)
(]
3
- ~>
Incident ®
Response .
—
Incident 8
Management O
' S
[l Threat .
: Hunting 1
)
{ )

Critical Partner Team



https://www.microsoft.com/en-us/security/blog/2020/08/06/organize-security-team-evolution-cybersecurity-roles-responsibilities/

O PARTE DIN PRINCIPALELE RESPONSABILITATI

Politici si Secure
proceduri Architecture

DevSecOps

Security
Champions
Program

Training & Security by
Awareness Design
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DEVSECOPS

@red

Plan Release
Threat landscape, change Access and configuration
impact analysis managemet

Code

Pre-commit
hooks, SAST

@n

P

Build

Software
component
analysis, SAST

Test Respond
Authentication, SQL Black attacks,
injection, DAST roll back

1. https://www.outsystems.com/glossary/what-is-devsecops/

Deploy

Chaos engineering,

pen test

Monitor

Log collection,
SIEM, RASP
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DE CE ABILITATI Al NEVOIE?

Rolul fau este de a analiza, evalua si creea strategiile ce tin securitatea aplicatiilor

Activitatile zilnice includ (dar nu sunt limitate) la:
» Consiliere tehnica, indrumare si leadership, propuneri de idei noi sau imbunatatiri ale proceselor in
cadrul echipei
» Dezvoltarea si mentinerea documentatiei si politicilor legate de securitatea aplicatiilor
» Efectuarea scanarii si testarii aplicatiilor (SAST, DAST)
» Proiectarea de solutii tehnice pentru a aborda deficientele de Securitate

» Analizarea serviciilor si identificarea problemelor din cod, retele si aplicatii

» Urmarirea indeplinirii si aplicarea celor mai bune practici de securitate

» Dezvoltarea si mentinerea politicilor si procedurilor de securitate a aplicatiilor software

» Comunicarea naturii si severitatii vulnerabilitatilor de securitate catfre echipele de dezvoltare
» Consultanta pentru echipa de dezvoltare in vederea evaluarii si a remedierii vulnerabilitatilor
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CARIERA




CAREER PATH

Certificari
(CSSLP),
cursuri & multd

Migrare catre

‘ echipa de curiozitate
Experientd in Applicafion
dezvoltarea Security

Licentd in aplicatiilor

domeniul IT
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CARIERA @EDC

» Vizitati https://edenred-digitalcenter.com/jobs

Digital
ed Center

Social media:

w®OG

@ed


https://edenred-digitalcenter.com/jobs
https://www.linkedin.com/company/edenred-digital-center
https://www.facebook.com/Edenred-Digital-Center
https://www.instagram.com/edenred_digital_center/

DESPRE PROIECTUL SECURITYPATCH.RO

» SecurityPatch este o comunitate ¢
pasionatilor de securitate cibernetica
ce iIndeamnd cat mai multe Phishing, Smishing, Vishing. Ce mai sunt si astea?
persoane din Romania sa se ks
gdndeasca la securitatea cibernetica
si expune riscurile derivate din o
utilizarea tehnologiei . i

Ph | Legea 532/2021 stabileste noi

» De mai bine de 4 ani populam v§>shing= Inginerie Sociala L ey
platforma de stiri cu materiale de 4
noutate din cybersecurity scrise pe
intelesul tuturor

Securitypatch NEWS ~ CYBEREVENTSRO  THREATINTELLIGENCE v  EU-ROLEGISLATION ~ ABOUTUS v Q

prilie 2023

el Pitis
< Share n n E ARTICOLE RECOMANDATE

s \\ o9 Tehnologii False: Stick USB
- T4 Anti-56

In ultimii ani, fraudatorii din mediul cibernetic au devenit din ce in ce mai ingeniosi,
b o i i CYBERSECURITY
dezvoltand tehnici noi cu scopul de a-ti fura credentialele de acces.

Phishing-ul reprezintd o metoda consacrata ce valorifica din plin ingineria sociala si a Z a (9
10k

functioneaza indiferent de platforméa. De cele mai multe ori intalnim phishing-ul prin s IO}

intermediul mesajelor e-mail spam, elaborate pe strategii ce folosesc elemente de = @ bridgely n!m
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