
Practical OWASP
Dissecting OWASP API Top Ten



About me

• I've been working in security for 10 years now
• held different roles: AppSec, pentester
• besides increasing my technical skills, I like to focus also 

on operational and management part of security

Socials:
• Linkedin

Discord Hackout:
• @akun

• Will write stuff occasionally on https://hacknet.cafe/ 

https://www.linkedin.com/in/alin-ciocoiu-0274a795/
https://hacknet.cafe/


Agenda

Introductory concepts OWASP API Top Ten Sprinkled with some 
demos



• Plaintext protocol

HTTP intro

Man-in-the-middle



HTTP Verbs



Architecture intro
• What are classical web apps ? • What are APIs?







Classic web app API

• HTTP communication
• Request/response
• Requires a client

• Requires a HTML renderer (browser) to easily 
understand responses

• JSON responses can be easily understood (text) with 
any tool (Burp, Postman, cURL)

• Response is an HTML page • Response is JSON (text)

• Bigger network footprint (responses are bulky 
as they carry HTML code each time)

• Lower network footprint (responses are light)

• Bigger impact on device performance (i.e. smart 
devices)

• Lower impact on device performance

• Fewer architecture components
• More components, especially an independent 

UI component

• Has security vulnerabilities • Has security vulnerabilities

• HTTP communication
• Request/response
• Requires a client

• Most of the time uses GET and POST • Usually uses all HTTP verbs



Classic web app API

HTTP Request



OWASP intro

• Open Worldwide Application Security Project (OWASP)
• Home of Top Ten Projects:

oOWASP Top 10 (Web)
oOWASP API Top 10
oOWASP Mobile Top 10
oOWASP Desktop App Security Top 10
oOWASP Top 10 Risks for Open Source Software
o ...

• Organized around local chapters

https://owasp.org/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-api-security/
https://owasp.org/www-project-mobile-top-10/
https://owasp.org/www-project-desktop-app-security-top-10/
https://owasp.org/www-project-open-source-software-top-10/


OWASP projects and initiatives

• OWASP Top 10
• Cheatsheet series
• OWASP Web Security Testing Guide
• OWASP Top 10 Proactive Controls
• OWASP Application Security Verification Standard (ASVS)
Tools
• OWASP ZAP
• OWASP Dependency-Check
• OWASP Modsecurity

https://owasp.org/www-project-top-ten/
https://cheatsheetseries.owasp.org/index.html
https://owasp.org/www-project-web-security-testing-guide/
https://top10proactive.owasp.org/the-top-10/introduction/
https://owasp.org/www-project-application-security-verification-standard/
https://www.zaproxy.org/
https://owasp.org/www-project-dependency-check/
https://modsecurity.org/


OWASP API Top Ten

Access control issues

https://owasp.org/API-Security/editions/2023/en/0x11-t10/


API1:2023 - Broken Object Level Authorization

• a very specific case of Broken Access Control (IDOR)

GET /get_user_data?user_id=1 HTTP/1.1
POST /get_user_data?user_id=1 HTTP/1.1
PUT /get_user_data?user_id=1 HTTP/1.1
DELETE /get_user_data?user_id=1 HTTP/1.1
...

https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/


API1:2023 - Broken Object Level Authorization

Demo time

https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/


API1:2023 - Broken Object Level Authorization

Code fix

https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/


API2:2023 - Broken Authentication

"assume other user's identities temporarily or permanently" = account takeover

• Credential vulnerabilities
o Default creds
o Weak passwords
o Bruteforce login

• Session management vulnerabilities
• Password reset vulnerabilities
• Everything related to authentication 

that can be abused by attackers

https://owasp.org/API-Security/editions/2023/en/0xa2-broken-authentication/


API3:2023 - Broken Object Property Level Authorization

• Excessive Data Exposure • Mass Assignment

https://owasp.org/API-Security/editions/2023/en/0xa3-broken-object-property-level-authorization/


API3:2023 - Broken Object Property Level Authorization

• Mass Assignment

Demo time

https://owasp.org/API-Security/editions/2023/en/0xa3-broken-object-property-level-authorization/


API3:2023 - Broken Object Property Level Authorization

• API6:2019 - Mass Assignment

Code fix

https://owasp.org/API-Security/editions/2023/en/0xa3-broken-object-property-level-authorization/


API4:2023 - Unrestricted Resource Consumption

• Denial of Service
• Infrastructure Denial of Service

o Harder to achieve
o Resource starvation (CPU, 

bandwidth, memory, disk space)
o Attacker usually go for DDoS

• Application Denial of Service
o Improper coding
o Amplification attacks
o Application timeouts

• Fixed by using:
o Vertical scaling
o Exporting risk (3rd party WAF)

• Fix:
o Custom code requires custom 

security fix; no unique solution

attacks and/or fixes can 
cause direct financial loss

https://owasp.org/API-Security/editions/2023/en/0xa4-unrestricted-resource-consumption/


API5:2023 - Broken Function Level Authorization

• Privilege escalation

POST /transfer/balance HTTP/1.1

POST /admin/transfer/balance HTTP/1.1

Prevention

https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/


API6:2023 - Unrestricted Access to Sensitive Business Flows

• Business Logic vulnerabilities

https://owasp.org/API-Security/editions/2023/en/0xa6-unrestricted-access-to-sensitive-business-flows/


API6:2023 - Unrestricted Access to Sensitive Business Flows

• Exploitation
• Fix:

o Custom code requires custom 
security fix; no unique solution

o Rate limiting on requests
o Think on abuse cases from 

design/implementation

https://owasp.org/API-Security/editions/2023/en/0xa6-unrestricted-access-to-sensitive-business-flows/


API7:2023 - Server Side Request Forgery

https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/


API7:2023 - Server Side Request Forgery

https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/


API7:2023 - Server Side Request Forgery

Demo time

https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/


API8:2023 - Security Misconfiguration
• missing security hardening  
• security patches are missing
• unnecessary features are enabled (e.g. HTTP verbs, logging features)
• transport Layer Security (TLS) is missing (no HTTPS)
• Error messages include stack traces, or expose other sensitive information

https://owasp.org/API-Security/editions/2023/en/0xa8-security-misconfiguration/


API9:2023 - Improper Inventory Management

Documentation blindspot:
• Which environment is the API running in (e.g. production, staging, 

test, development)?
• Who should have network access to the API (e.g. public, internal, 

partners)?
• Which API version is running?
• There is no documentation, or the existing documentation is not 

updated.
• There is no retirement plan for each API version.
• Missing 3rd party dependency inventory and their up-to-date 

status

https://owasp.org/API-Security/editions/2023/en/0xa9-improper-inventory-management/


API9:2023 - Improper Inventory Management

Data flow blindspot:
• There is a "sensitive data flow" where the API shares sensitive data 

with a third party and
• There is not a business justification or approval of the flow
• There is no inventory or visibility of the flow
• There is not deep visibility of which type of sensitive data is shared

API v1 Backend Logic Database

API v2

Vulnerable

https://owasp.org/API-Security/editions/2023/en/0xa9-improper-inventory-management/


API10:2023 - Unsafe Consumption of APIs

• Denial of Service

The API might be vulnerable if:

• Interacts with other APIs over an unencrypted channel;
• Does not properly validate and sanitize data gathered from other APIs 

prior to processing it or passing it to downstream components;
• Blindly follows redirections;
• Does not limit the number of resources available to process third-party 

services responses;
• Does not implement timeouts for interactions with third-party services;

Sounds familiar?

https://owasp.org/API-Security/editions/2023/en/0xaa-unsafe-consumption-of-apis/


OWASP Top TenOWASP Top Ten in 1 minute

OWASP Top Ten

A01:2021-Broken Access Control

A02:2021-Cryptographic Failures

A03:2021-Injection

A04:2021-Insecure Design

A05:2021-Security Misconfiguration

A06:2021-Vulnerable and Outdated Components

A07:2021-Identification and Authentication 
Failures

A08:2021-Software and Data Integrity Failures

A09:2021-Security Logging and Monitoring Failures

A10:2021-Server-Side Request Forgery

OWASP API Top Ten

API1:2023 - Broken Object Level Authorization

API2:2023 - Broken Authentication

API3:2023 - Broken Object Property Level 
Authorization

API4:2023 - Unrestricted Resource Consumption

API5:2023 - Broken Function Level Authorization

API6:2023 - Unrestricted Access to Sensitive 
Business Flows

API7:2023 - Server Side Request Forgery

API8:2023 - Security Misconfiguration

API9:2023 - Improper Inventory Management

API10:2023 - Unsafe Consumption of APIs

https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/


A03:2021-Injection
Vulnerable when:
• User supplied data is not validated or sanitized
• Malicious user supplied data is used directly in code 

constructs

SQL Injection

user_input = ' OR '1'='1

XSS
malicious credential stealer

Demo time?

https://owasp.org/Top10/A03_2021-Injection/


What next?
• OWASP resources are good starting points

• Treat every user input as malicious (unfortunately)

• Security should be discussed from the beginning of the project

• Never test sites without permission. It's called "breaking the law", not pentesting

• Build your own examples

• Play security games!
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