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ABOUT ME

= Secure Coding Specialist @Edenred Digital Center since 2020

= Software Development Background, specialized in Application

Security, Training & Awareness
= Volunteering @SecurityPatch.ro project

= Speaker at Forum in Cyber, BSides, Cybersecurity Dialogues
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YOU WANT TO BE PART OF OUR TEAM?

= We are looking for new colleagues to join our security team in

Bucharest:
Information Security Specialist

IT Crisis Management Expert

= Check all our opened positions here


https://wd3.myworkdaysite.com/en-US/recruiting/edenpeople/Edenred_Careers?locationCountry=f2e609fe92974a55a05fc1cdc2852122&locations=671c49f886e501c50b4a58b8e8005c26

Spitalele din Romdania afectate d
ransomware

Y campanii ) Gabriel Puiu i februarie 17, 2024

Articol scris de Gabriel Puiu I

Ce s-aindmplat?

Pe data de 12 februarie 2024 Directoratul National de Securitate Cibernetica a publicat un comunicat de presa in care anunta ¢a o >
companie ce furnizeaza software-ul pentru mai multe spitale din Romania a fost vizatd de un atac cibernetic de tip ransomware. Este >
vorba despre compania Romanian Soft Company, companie romaneasca, producitoare de software HIS (Hospital Information System). >

Infiintata in anul 2000, compania Romanian Soft Company furnizeaza software-ul Hipocrate catre multiple spitale din Romania, dintre

care, conform altui comunicat DNSC, 26 au fos~ —*~

software de tip HIS, in cadrul caruia se centraliz
date financiare etc. Pe langa aceste lucruri, aces
sau Ministerul Sanatatii

DIRECTORATUL NATIONAL
DE SECURITATE CIBERNLTICA

Lista celor 21 de spitale afectate nu a fost insa li
autoritati, in acest moment fiind confirmate in tc
alte 79 unitati din sistemul de sanatate au fosi
acestora din urma, atacatorii nu s-au identifi
rascumparare in afara de o adresa de email sico

Amenintari  Alerte tamant Directiva NIS Constientizare ~ Evenimente -

Presa internationala a preluat foarte rapid stirea
atacului si punand securitatea unitatilor de sanat

ALERTA: Backmydata Ransomware - Indicatori
compromitere (IOCs)

Backmydata Ransomwal 116

Posteazii

in cursul noptii de 11 spre 12 februarie 2024 a

cibemnetic de tip ransomware asupra companie
Company (RSC) www.rsc.ro care dezvolts, adr
comercializeaza sistemul informatic Hipocrate
datelor DNSC, atacul a perturbat activitatea a £
care utiizeaza sistemul informatic Hipocrate

Conform DNSC, malware-ul utilizat in cadrul at
Phobos, cunoscuta pentru propagarea prin cone

Phobes este un Ransomware-as-a-Service (Raa
organizatiilor, scammeri, script kiddies, terti ha
rascumpararii.

IMalware-ul utilizat in cadrul atacului este aplici

Municipiul )
ﬁ Tinigoara Servicii v

Primaria Timisoara a oprit un
atac cibernetic masiv asupra
serverelor sale si ale unor
institutii subordonate

Primaria Municipiului Timisoara, Directia Fiscala a Municipiului (DFMT) si
Politia Locala Timisoara au fost tinta unui atac cibernetic de tip ransomware
asupra serverelor pe care ruleaza mai multe sisteme informatice.

Incidentul a avut loc in noaptea de vineri spre sambata si a fost detectat de
sistemul digital de securitate. Specialistii primariei au declansat o serie de
contra-masuri radicale, cu ajutorul firmelor de specialitate contractate de
municipalitate, astfel ca a fost opritd compromiterea intregului sistem. Nu
exista indicii ca atacatorii au extras date cu caracter personal din sistemele
afectate.

ntate din Florida, primul sistem de sinitate publica acreditat din Statele Unite, a cizut
somware de citre grupul notoriu RansomHub. Atacatorii sustin ¢4 au accesat un volum de
izationale si ameninti sa publice informatiile furate in urmatoarele trei-patru zile. Printre

de brese sunt potential devastatoare, avand in vedere natura sensibil3 a datelor detinute de

dtate din Florida.

prsabils pentru 0 gam3 larga de servicii de sanétate public, de la prevenirea bolilor si

pana la pregitirea si rispunsul la urgente.

Backmydata care face parte din familia de maiware Phobos
cunescutd pentru propagarea prin conexiuni de tip Remote Desktop
Protocel (RDP). Backmydata este conceput pentru a cripta fisierele
fintei vizate utilizdnd un algoritm complex. Fisierele criptate sunt

Foto: Clint Patterson (Unsplash)
redenumite cu extensia .backmydata. Dupa criptare, malware-ul furnizeazi dous note de riscumparare (info.hta si
info.txt) cu detalii despre pasii de urmat pentru contactarea atacatorilor si stabilirea detaliilor pentru plata rascumpararii

DNSC recomanda tuturor entitdtilor din domeniul sanatatii, indiferent daca au fost sau nu afectate de atacul ransomware
Backmydata, sd scaneze infrastructura proprie IT&C prin utilizarea scriptului de scanare YARA

O scurgere de date de aceast3 magnitudine ar putea expune informatii personale, ar putea perturba servicille de

sanatate si ar putea submina increderea publicului in sistemul de sanatate al statului.

Bresa de Dat

Simultar un lider global in servicil de afaceri 5i tehnologie, a fost, de asemenea, tinta grupului RansomHub.

Grupul de hackeri sustine ca a accesat 230 GB de date de la divizia romana il ¢ intentioneaza s3 le publice



Three key points we will cover today to
better understand the phenomenom and
stenghten our protection

Ransomware & Raa$

Statistics




1.

Ransomware &
Raa$




WHAT IS RANSOMWARE?

D Is a type of malicious software or malware that threatens a victim by destroying or blocking
access to critical data or systems, until a ransom is paid

Some of the attackers use internal financial documents they have
discovered to set up ransom price




WHAT IS RAAS?

Ransomware as a service (Raas) is a cybercrime business model in which ransomware
developers sell ransomware code or malware to other hackers, called “affiliates” who then use
the code to initiate their own ransomware attacks

D Monthly subscription — RaaS affiliates pay a recurring fee for access to ransomware tools
D One-time fee - Affiliates pay a one-time fee to purchase the ransomware code outright

D Affiliate Programs — Affiliates pay a monthly fee and share a small % of any ransom payments
that they receive with the operators

D Profit Sharing — The operators charge nothing up front, but take a significant cut of every
ransom the affiliate receives (usually 30-40%)

@red
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COST OF CYBERCRIME

— Estimated cost of cybercrime worldwide 2018-2029
(in trillion U.S. dollars)
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ROOT CAUSE OF RANSOMWARE ATTACKS IN 2024

32%

Exploited vulnerahility 6%

. . 29%
. . 23%
Malicious email 8%
. 11%
3%
Brute force attack - 3%
1%
Download . 1%
0% 5% 10% 15% 20% 25% 30% 35% 40%
Percentage of attacks

M 2024 M 2023

Do you know the root cause of the ransomware attack your organization experienced in the last year? Yes. n=2,974 organizations hit by ransomware

ed
@f 1. The State of Ransomware 2024 (Sophos) 11



TIME TO RECOVER FROM THE ATTACK

39% 39%

14%
I IBB‘EI ]

Less than a day Up to a week Up to 1 month

Time to recover from the attack
W 2022 (n=3,702) W 2023 (n=1,974) W 2024 (2,974)

How long did it take your organization to fully recover from the ransomware attack? Base number in chart.

ed
@f 1. The State of Ransomware 2024 (Sophos)
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3.

How can we
protect
ourselves?



S~
How can we protect ourselves?

The “No More Ransom” website initiative - https://www.nomoreransom.org/

O : I Cybersecurity Training & Awareness 0 2 Maintaining backups

Regular backups of critical data is one

Educate employees about the risks of of the most effective defense against
ransomware and how to identify ransomware. Ensure that backups are
phishing attempts, which are common stored offline, or in a cloud service with
entry points for the attackers strong security features
Implementing access controls Working with law enforcement
04 Law enforcement agencies often have
Utilize the principle of least privilege by specialized units that deal with
restricting user permissions fo only what is cybercrime, and they can provide
necessary for their role. Implement MFA guidance on investigation process, help
for critical systems to add an exira layer frack down perpetrators, and offer

of security intelligence about emerging threats



https://www.nomoreransom.org/

Q&A



Thank you



ENFICN
conneclions.
For good.
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