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ABOUT ME

▪ Secure Coding Specialist @Edenred Digital Center since 2020

▪ Software Development Background, specialized in Application 

Security, Training & Awareness

▪ Volunteering @SecurityPatch.ro project

▪ Speaker at Forum in Cyber, BSides, Cybersecurity Dialogues
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YOU WANT TO BE PART OF OUR TEAM?

▪ We are looking for new colleagues to join our security team in 

Bucharest:

Information Security Specialist

IT Crisis Management Expert

▪ Check all our opened positions here

https://wd3.myworkdaysite.com/en-US/recruiting/edenpeople/Edenred_Careers?locationCountry=f2e609fe92974a55a05fc1cdc2852122&locations=671c49f886e501c50b4a58b8e8005c26
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Three key points we will cover today to 
better understand the phenomenom and 

stenghten our protection

1
2

3

Ransomware & RaaS

Statistics

How can we protect ourselves?
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1.
Ransomware & 

RaaS
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WHAT IS RANSOMWARE?

 Is a type of malicious software or malware that threatens a victim by destroying or blocking 
access to critical data or systems, until a ransom is paid

Some of the attackers use internal financial documents they have 
discovered to set up ransom price 
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WHAT IS RAAS?

Ransomware as a service (RaaS) is a cybercrime business model in which ransomware 
developers sell ransomware code or malware to other hackers, called “affiliates” who then use 
the code to initiate their own ransomware attacks

 Monthly subscription – RaaS affiliates pay a recurring fee for access to ransomware tools

 One-time fee – Affiliates pay a one-time fee to purchase the ransomware code outright

 Affiliate Programs – Affiliates pay a monthly fee and share a small % of any ransom payments 
that they receive with the operators

 Profit Sharing – The operators charge nothing up front, but take a significant cut of every 
ransom the affiliate receives (usually 30-40%)
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2.
Statistics
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COST OF CYBERCRIME

1. https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide
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ROOT CAUSE OF RANSOMWARE ATTACKS IN 2024

1. The State of  Ransomware 2024 (Sophos)
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TIME TO RECOVER FROM THE ATTACK

1. The State of  Ransomware 2024 (Sophos)
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3.
How can we 

protect 

ourselves?
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How can we protect ourselves?

The “No More Ransom” website initiative - https://www.nomoreransom.org/

01 02Cybersecurity Training & Awareness

Educate employees about the risks of 
ransomware and how to identify 
phishing attempts, which are common 
entry points for the attackers

03

Maintaining backups

Regular backups of critical data is one 
of the most effective defense against 
ransomware. Ensure that backups are 
stored offline, or in a cloud service with 
strong security features

Implementing access controls

Utilize the principle of least privilege by 
restricting user permissions to only what is 
necessary for their role. Implement MFA 
for critical systems to add an extra layer 
of security  

04
Working with law enforcement

Law enforcement agencies often have 
specialized units that deal with 
cybercrime, and they can provide 
guidance on investigation process, help 
track down perpetrators, and offer 
intelligence about emerging threats

https://www.nomoreransom.org/
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Q&A
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