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Cracking the Code

My Path to Becoming a
Penetration Tester

Razvan-Costin lonescu
GSE #298, Head of Professional Services
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Life as a Penetration Tester

What my friends think | do What my mom thinks | do

What hackers think | do What | think | do

m .

What society thinks | do

What | actually do
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#whoami
Razvan-Costin IONESCU, GSE #298

12+ years of experience

Head of Penetration Testing Services @Pentest-Tools.com
worked for Dell (Services + Secureworks), Intel, Fitbit, EY
Collaborated with: Probitas, Cobalt.io, OnelLeet

Hundreds of Penetration Tests for companies across the globe

3 things | love about my job: freedom, challenging, rewarding
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Agenda

Learning “paths”
Practicing
Certifications (?)
Events (conferences)
Resources

Sample of cool projects
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The “long” road to success

Learning / experiencing

Say yes to ERASMUS Scholarships

O One of the best experiences in my life student

Say yes to challenges

O Learn a new language out of your comfort zone ©

Learn at least one programming language
O Python would be a great start
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The “long” road to success

More Learning

\Applications Places System [5] ¢ ] SunMay 1, 121PM &
& Ac

& BackTrack » Q Information Gathering

University of Politehnica, MSc in Security {8

of Complex Networks (SRIC)
O My first failed exam ®
O My first “real-world” certification — LPIC-1

Learn to build, break and fix

O Coursera

By http://www.backtrack-linux.org/wp-content/gallery/backtrack-5/bt5-g0.png,
GPL, https://commons.wikimedia.org/w/index.php?curid=16164718
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Practicing

https://pentest-ground.com/

https://www.vulnhub.com/ - VMs - Get Root style

https://hackthebox.com/

https://www.pentesteracademy.com/topics

https://www.pentesterlab.com/

https://tryhackme.com/

https://portswigger.net/web-security/dashboard

https://academy.tcm-sec.com/



https://pentest-ground.com/
https://www.vulnhub.com/
https://hackthebox.com/
https://www.pentesteracademy.com/topics
https://www.pentesterlab.com/
https://tryhackme.com/
https://portswigger.net/web-security/dashboard
https://academy.tcm-sec.com/

Vulnerable apps to
benchmark your scanners
and your skills

Pentest Ground is a free playground with deliberately vulnerable web applications and
network services. You can use them to test how effective vulnerability scanning tools are or
for educational purposes.

Vulnerable systems
NAME URL TECHNOLOGIES VULNERABILITIES
Damn Vulnerable Web https://pentest-ground.com:4280 Classic Web App CSRF, XSS, SQLi
Application
Damn Vulnerable GraphQL https://pentest-ground.com:5013 GraphQL CMDi, XSS, SQLi
Application
RestFlaw https://pentest-ground.com:9000 REST API SQLi, Code Injection, XXE
CipherHeart pentest-ground.com:6379 Redis CVE-2022-0543 (RCE)

GuardianLeaks https://pentest-ground.com:81 Web App XSS, SSRF, Code Injection
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What you need to get started

Curious mind
Thinking outside the box

Very well-structured
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Training-on-the-job

Internship
Practice
Start a career - from Jr. to Infinity and beyond

https://pentest-tools.com/jobs



https://pentest-tools.com/jobs

How certifications helped me get where | am today
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Certifications everywhere

PENTESTER

ACADEMY -

UrrENOIVE
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CERTIFIED RED TEAM PROFESSIONAL

Razvan Costin lonescu

RTIFIED AS A

N
This is to certify that
: lonescu Razvan Costin
has successfully completed all the requirements for the
ACTIVE DIRECTORY ATTACK-DEFENSE LAB
and has passed the certification exam ds of March 7, 2021

(Y
UFFENSIV .
securit.-

THIS IS TO ACKNOWLEDGE THAT

Razvan Costin lonescu

IS CERTIFIED AS AN

OSWP

irity Wireless Professional)

tion Assurance O
\“SOVW‘“ er;
o i C‘ti/
G

GIAC presents this certification to:

Razvan-Gostin Tonescu

who has met the necessary requirements and demonstrated
a mastery of the subject matter and security skilfs to earn the

GIAC SECURITY EXPERT - GSE

AND HAS SUCCESSFULLY COMPLETED ALL REQUIREMENTS AND
CRITERIA FOR SAID CERTIFICATION THROUGH EXAMINATION
ADMINISTERED BY OFFENSIVE SECURITY.

THIS CERTIFICATION, EARNED ON

Received on thisdate  2022/7/15 and valid through  2026/7/31
12th of December 2015 ;

Ve
| LR Analyst number: 298 %/ /ﬂé
it Dir

1

Mt Aharon
PRESIDENTAND CTO

Global CInfor ertification
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Have | told you about certifications ?

Few personal recommendations

Offensive Security
GIAC
TCM Security

Portswigger Academy



Why apply to speak at events & what that gets you

CYBER SMART
DEFENCE

ttps://CyberSmartDefence.cc

afp 1

—_—
- -
safetech
| Your trusted security partner

www.saletech.ro
office@safetech.ro

Where creative
hmmers get CONTACT US

AND YOU WILL CET
THE BEST ANSWER
FORALL OF YOR
SECURITY NEEDS

WE CAN'T

/ HELPYOU

AVICTIM

\ PREVENT YOU
\ BEING A TARGET
BUT WE CAN

NOT BECOME PRE
]

RES)

CertSIGN,
mrum

¥

)

4

http://def.camp

DefCamp

1 CCSIT

Cyber Security
Research Center
from Romania

http://ccsir.org

SecureWorks

®

Why Dell SecureWorks?

24x7 protection from

Respond to Incidents quickly
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Visiting BlackHat US
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Visiting DefCon




Con - Tamper Evident Village

L




DefCon - Social Engineering Village

P
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Meetmg VIPs at DefCon

F CON Exclusive
sount!

<
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What are my personal recommendations to you

Be actively involved in the Cybersecurity Community

Find relevant learning resources and embrace them

Never stop being curious

Attend and speak at Cybersecurity Conferences around the world

Say YES to your friends when they invite you to their podcasts ©
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RAZVAN
IONESCU

penetration tes ‘ Wl i \\‘
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+ head of pentestmg LA podcastade
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By Andra Zaharia

Why we need empathy in cybersecurity ?

WINNER - 2024
The Conversation Starter -

Best Blog/Podcast/Viog that
Champions Diverse Voices
and New Perspectives

Winner: Cyber Empathy Podcast

2023 / Winner

European Cybersecurity Blogger Awanrds

* Most Educational Blog

» Best New Cybersecurity Podcast

2023 / Shortlisted

Security Serious Unsung Heroes Awanrds

* Diversity Champion
» Cybersecurity Wellbeing Advocate

2023 / Recommended

The SANS LDR521 Security Culture for Leaders course lists

Cyber Empathy as a recommended resource!



https://www.cyberempathy.org/
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When you browse
Instagram and find
former Australian
Prime Minister Tony
Abbott's passport
number

https://mango.pdf.zone/fin
ding-former-australian-
prime-minister-tony-
abbotts-passport-

number-on-instagram

Instagram o 7V

m hontonyabbott & « Follow

@

Stay well and safe mate
. .

come and jump on
calderwood’s truck lol

ABBOTT/ANTHONY MR
21MAR
o

QANTAS AIRWAYS
ZIMARZ0 19:43

QF 26
it

g Liked by and 243 others

ABBOTT/ANTHONY MR
Carrler
RoanTas (ustoner Baggage Receipt

QANTAS AIRWAYS
Fron

TOKYD
Tersinal

ti=358

hontonyabbott

@ <

3 %= " % & hontonyabbott & A big thank you to
R gE §E <l all the team on QF26 from Tokyo.
2 Y ﬁ: EN Hope te see you flying again soon!
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Salut Razvan!

Multumesc pentru acceptarea cererii de conectare pe

LinkedIn. Te contactez pentru un proiect in h
cybersecurity/pen testing care s-ar putea sa te b
Intereseze.

Proiectul dureaza 20 zile din care 15 se lucreaza remote  ysimme

é: Urr‘,y”” i ) i ) ) 3 ) ) )
si 5 vor fi on site in arientul mijlociu {cu avion si toate
“o=i cheltuielile decontate separat). Bugetul proiectului Aabrine
Sanayes
pentru acest rol este ABC Achrafie
ywafieh

DAR AL FATWAH

a2l
(2l L

Cererea vine de la o companie care tocmai a semnat un

5 o 5 o > L V
contract pentru servicii de networking si securitate P
informatica si este urgenta. Intre timp te rog sa ma 7l
anunti cu ce intreban sau detalii te mai pot ajuta si

. {otel-Dieu de Franc
cand am putea sa ne auzim pe un telefon ca sa Q
- - L)

povestim despre acest proiect.

-

VIM Mineral MUSE

Cixdllzie iate

5a ne auzim cu bine,



Metro station in Dubai




Swiss Private Bank
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Misc

https://www.youtube.com/@ViorelMocanu ->

https://www.youtube.com/watch?v=dy8GNrGtPzs

https://www.youtube.com/@PentestToolscom/podcasts

https://www.youtube.com/@cyberempathy

https://darknetdiaries.com/

https://pentest-tools.com/jobs



https://www.youtube.com/watch?v=dy8GNrGtPzs
https://www.youtube.com/watch?v=dy8GNrGtPzs
https://www.youtube.com/@PentestToolscom/podcasts
https://www.youtube.com/@cyberempathy
https://darknetdiaries.com/
https://pentest-tools.com/jobs
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mailto:razvan.ionescu@pentest-tools.com
https://www.linkedin.com/in/ionescr/
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